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ABSTRACT: The combination of AI and Big Data has opened many valuable opportunities for the digital enterprise 

across various business segments. One area that lacks sufficient attention, especially from the AI community, is 

proactive (event) management of enterprises’ IT operations. Proactive IT operation management constitutes one of the 

future trends of IT services, with the promise of lowering the cost of service outages and failures. Most organizations 

still perform IT operations in a passive manner, implementing preventive measures and performing incident and 

problem management instead of predicting service outages in advance. As a result, despite their demand and potential, 

such tools are usually not part of the operational toolbox of most organizations. 

 

Building on the available data streams, novel ML models and tools can be designed to predict failures in enterprise IT 

environments, service outages and IT service degradation. The information produced can be fully exploited in the 

context of enterprise monitoring, capacity management and business continuity management, and the generated alerts 

can assist incident management teams. These solutions assist organizations in moving toward a more proactive IT 

operations management strategy. The models can also serve other areas apart from predictive incident management. In 

any use case where a time series has to be closely monitored and where sudden changes can have a large impact, the 

proposed approach can be used. Use cases include real-time alerting and thresholding, predictive capacity planning and 

budget forecasting. 
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I. INTRODUCTION 

 

Both the growing complexity of IT installations and the mission-critical nature of IT services demand an increasing 

proportion of IT expenditures be devoted to operations and support, particularly in large enterprise environments. 

Proactive IT operations management, in the context of predictive maintenance, has been an active area of research. 

Machine learning models have the capacity to predict errors, faults, and performance anomalies. A large enterprise with 

a diverse set of business functions and user bases can be thought of as a set of independently operated products. Users 

of any product experience a high rate of service incidents when the product is undergoing an abnormal condition. 

 

This work leverages the conclusions of machine learning research. An IT infrastructure of more than a hundred system 

components is modeled as combination of multiple machine-learning classification models that predict incident series. 

Each individual machine-learning classification model predicts the incident boundary condition for one incident type of 

one product with a temporally lagged configuration. The output of these models is an IT operations alerting system 

advised by temporally ordered lags, thresholds, historical events, and duty rotations. Alerts issued by machine-learning 

models are predictable user incidents. Enhanced machine-learning models—trained as such—achieve a higher mutual 

information score with the original user incident time series than the baseline user incident time series. 

 

1.1. Background and Significance                                                                                                                                                                 

IT Operations-on the management of information technology resources and services that support the delivery of 

business processes and services-are necessary but still often functionally and/or organizationally siloed. Nevertheless, 

the increasing interdependence and scale of those resources requires a more unified approach to their end-to-end 

management. This necessity is compounded by growing business demand which not only stresses service reliability but 

also increases resource and infrastructure provisioning costs. The research described herein addresses both problems 
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through a set of AI-driven models for predicting the flow of incidents and faults, hence providing enhanced situational 

awareness and enabling proactive capacity management. 

Service-reliability and -availability problems stem from faults in the underlying hardware, software and network 

resources. An efficient way of improving a service's reliability is to develop a predictive model that forecasts future 

service incidents. Today's enterprise cloud infrastructures are equipped with dedicated monitoring systems that generate 

large amounts of time series for service-level indicators (SLIs). Such indicators provide useful information for future 

incident prediction tasks, as shown. Various time series forecast models are combined with incident event history data 

to create data-deficient yet highly automated models. These models generate near real-time alerts on expected incident 

volumes for different windows of the next 72 hours, with the aim of informing related incident-management processes. 

 

 
 

Fig 1: AI in Incident Management 

 

1.2. Research design                                                                                                                                                                                

Pragmatic Design Science Research PDSR is applied to develop incident prediction models in an artificial intelligence 

systems development context that support pragmatic Theory Construction TC objectives. PDSR is characterised by an 

iterative sequence of modelling steps akin to those of conventional design science research, but with the specification 

of each model guided by a tentatively formulated Theory and a brief, relatively-Aryan model specification. Such 

specified models are then empirically tested but without a corresponding explicit, formal Theory of their own. The 

specificities and mechanisms of several common AI models determine their behaviour, but those do not constitute a 

Theory of AI models. Each model behaviour is simply evaluated to assess behaviour quality. Evaluation may then 

reveal a model’s support for a TC problem-situation, a test case setup for another model, or novelty needed for that 

situation. 

 

Equation 1: Logistic model (standard operational choice) 

A common operational model for probability is logistic regression: 𝑝𝑡    =   𝜎(𝑧𝑡), 𝑧𝑡 = 𝑤⊤𝑋𝑡 + 𝑏, 𝜎(𝑧) = 11 + 𝑒−𝑧 

 

Step-by-step derivation of the sigmoid form from log-odds 

1. Define odds: 
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odds𝑡 = 𝑝𝑡1 − 𝑝𝑡  

 

2. Define log-odds (logit) as linear in features: log⁡ ( 𝑝𝑡1 − 𝑝𝑡) = 𝑤⊤𝑋𝑡 + 𝑏 

 

3. Exponentiate: 𝑝𝑡1 − 𝑝𝑡 = 𝑒𝑤⊤𝑋𝑡+𝑏
 

 

4. Solve for 𝑝𝑡: 𝑝𝑡 = (1 − 𝑝𝑡)𝑒𝑤⊤𝑋𝑡+𝑏
 𝑝𝑡 + 𝑝𝑡𝑒𝑤⊤𝑋𝑡+𝑏 = 𝑒𝑤⊤𝑋𝑡+𝑏

 𝑝𝑡(1 + 𝑒𝑤⊤𝑋𝑡+𝑏) = 𝑒𝑤⊤𝑋𝑡+𝑏
 𝑝𝑡 = 𝑒𝑤⊤𝑋𝑡+𝑏1 + 𝑒𝑤⊤𝑋𝑡+𝑏 = 11 + 𝑒−(𝑤⊤𝑋𝑡+𝑏) 

 

II. BACKGROUND AND MOTIVATION 

 

Data-driven Proactive IT Operations Management in the Modern Enterprise 

In recent years, enterprises have turned information technology (IT) capabilities into competitive advantages. Owing to 

the critical role IT plays in supporting the core business of an enterprise, enormous investments have emerged for 

building reliable IT services. Faults and incidents are thus of great concern for enterprise IT service providers. More 

importantly, being aware of incidents (especially large-impact incidents) in advance provides a clear window for 

improving IT service reliability. Proactive IT operations management is enabled by sensing events through data-driven 

incident prediction models. Enterprise applications, such as real-time IT incident alerting and predictive capacity 

planning, follow the line of IT incident prediction. 

 

Proactive IT operations management (PITOM) aims to provide useful warnings for potential incidents to the IT service 

provider. Recently, prediction or forecasting capabilities have gained momentum in previous literature, enhancing 

standard monitoring/alerting processes and promoting novel fields, such as predictive capacity planning. Consequently, 

it is beneficial to build a data-driven process to monitor system behaviors and detect anomalies, toward the goal of 

predicting incidents. Incidents or problems may occur when an operational parameter exceeds its alerting threshold or 

when an operational attribute, or a metric generally viewed from the business perspective, approaches an incident 

threshold. Alerts from the standard monitoring system can represent a useful signal for the underlying service's health. 

For instance, ongoing procurement can be initiated when pending requests in an IT service queue exceed a certain 

threshold. 

 

2.1. IT Operations Management in the Modern Enterprise                                                                                                              

Analysis of organizational operations during the last years identified three key drivers. First, companies’ business 

environments remain volatile and uncertain. Second, businesses in all sectors have become highly reliant on 

technology. Therefore, successful IT operations management continues to grow in significance as organizations 

increasingly depend on IT services to automate and support business processes. Being a critically differentiated 

technology function that enables an organization’s IT environment to run consistently and securely, IT operations 

management is charged with sustaining and improving service operations and reliability. 

 

During the life cycle of an application or service, incidents and operations faults can occur, affecting the correct 

functionality. Consequently, faults and incidents are considered the most common activities impacting service 

reliability. Examining historical operational data can yield insights into the occurrence of incidents, help IT operations 

managers understand the reasons behind these incidents, and equip them with the necessary information to reduce the 

likelihood of incidents in the future. For such a purpose, predictive models are suitable because they can inform 

operational teams and operations specialists when a future incident is expected or likely, allowing for proactive 

remediation. 
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Fig 2: Enterprise AI Ops (AIOps) model transforming IT operations 

 

2.2. Faults, Incidents, and Service Reliability                                                                                                                                    

A standard model of incident response includes three stages: detection, diagnosis, and resolution. Detection means 

sensing an incident and raising an alert. Diagnosis is a process of determining the root cause, typically using a 

combination of human effort and automated diagnostic tools. Finally, resolution consists of rectifying the root cause 

within the system. Because resolution normally requires human effort, the time taken to resolve an incident is usually 

much higher than the time taken to detect it. The standard model assumes that fault detection is 100% accurate and that 

detected faults are always diagnosed and resolved. In reality, this is rarely the case. Detecting faults usually introduces 

false positives—alerts that signal a fault when there is none—and false negatives—situations in which a fault is present 

but is not detected. The accuracy of the entire process hinges on the fault detection and diagnosis. Nonetheless, the 

fundamental principle remains: the sooner a fault is detected, the sooner action can be taken to remediate it. 

In IT operations, the most critical faults are those that propagate and cause incidents, which are interruptions or 

degradations of service that affect customers. The moment a fault propagates, it can be considered an incident. This 

makes incident detection highly reliable and minimizes the need for diagnosis. What is required instead is a mechanism 

that predicts the probability of an incident occurring in the future, that is, whether or not an incident will happen in the 

next 1, 5, or 30 minutes. Such predictions enable proactive rerouting of traffic and other timely measures to reduce 

service downtime and degradation. Traffic pattern changes and capacity saturation can also be included as prediction 

targets. 

 

Equation 2: Incident volume as a count time series + forecasting thresholds 

Let 𝑦𝑡 ∈ {0,1,2, …  }be incident count in time bucket 𝑡(hour/day). 

Given history 𝑦𝑡−𝐿+1, … , 𝑦𝑡 , predict next 𝐻steps: 𝑦̂𝑡+1, … , 𝑦̂𝑡+𝐻 

 

i.e. 𝐲̂𝑡+1:𝑡+𝐻 = 𝑓𝜃(𝑦𝑡−𝐿+1:𝑡 , 𝑋𝑡−𝐿+1:𝑡) 

 

The operational thresholding described in the paper is commonly implemented as: 𝑈𝑡+ℎ = 𝑦̂𝑡+ℎ + 𝑘 ⋅ 𝜎̂𝑡+ℎ, 𝐿𝑡+ℎ = max⁡{0, 𝑦̂𝑡+ℎ − 𝑘 ⋅ 𝜎̂𝑡+ℎ} 
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Then: 

High-volume alert if 𝑦𝑡+ℎ > 𝑈𝑡+ℎ  

Low-volume / drop alert if 𝑦𝑡+ℎ < 𝐿𝑡+ℎ 

 

III. PROBLEM FORMULATION 

 

Prediction models of information technology (IT) service incidents are constructed based on three distinct types of 

prediction targets: incident volume, incident counts classified by category, and incident rate. The broadest prediction 

target is the predicted volume of IT service incidents. Such models are essential for real-time alerting during the 

operation of IT services, predictive capacity planning, and proactive management of IT services. Two metrics are 

defined for model evaluation, taking into account real production operations. 

 

3.1. Definitions and Scope 

The process of information technology service management (ITSM) involves monitoring and managing IT service 

operations to sustain IT service quality. It encompasses the detection, reporting, investigation, diagnosis, and restoring 

of incidents, which are unplanned problems causing service disruptions. Incidents must be resolved within agreed 

service levels to maintain the quality of IT services. Failure to meet service levels for high incident volumes, incident 

counts for individual types, or incident rates can lead to service-level agreement (SLA) violations. Prediction models 

for each of these elements help avert SLA violations by alerting stakeholders in advance. Models are advanced by 

predicting the volume of IT service incidents over a forecasting horizon, classifying incident counts into categories, and 

predicting incident rate growth. 

 

Incident volumes follow a count process, making prediction challenging. The target variable is provided by incident 

management systems, and discharge time-series data is processed to satisfy established time-series forecasting 

conditions. The neural network-based Long Short-Term Memory (LSTM) algorithm is used to predict incident volumes 

over various forecasting horizons, and actual values are compared against predicted upper and lower thresholds. Fine-

grained incidents are also predicted using both classification models and Multi-Class Classification (MCC)-based 

methods. Finally, incident rates are predicted because these growth rates require extremely low-control limits to be 

formed in production sets. 

 

3.1. Definitions and Scope                                                                                                                                                                 

A fault is defined as an abnormal condition of a component that may cause an interruption of the service; an incident is 

defined as an unplanned interruption or a reduction in the quality of a service. The impact incurred by a fault continues 

to evolve over time before there is actually a service failure. Reducing the time between detection of an incident and its 

remediation is generally not a cost-saving measure, as urgency drives increased costs. Nevertheless, nevertheless 

efficiently managing the incident-handling process can minimize, but not eliminate, the total cost incurred by a given 

number of incidents. Often it is much more efficient to perform corrective actions before the incident materializes 

Service reliability is mainly defined in terms of the frequency and duration of incidents. IT operations management 

must thereafter concentrate on these metrics. Thus AI-driven models that predict the occurrence of incidents are of 

interest. The term predictive analytics is often used to define situations in which machine learning techniques are 

applied to historical data so as to detect patterns and/or identify trends and relationships that could improve the 

accuracy of predictions. 

 

For the purpose of developing predictive models, the label associated with an individual time-series segment need to 

indicate whether an incident occurred in some future window, usually salient to operations and the business. The label 

can therefore be constructed from the historical incident logs if the data is adequately enriched via feature engineering. 

Feature engineering for predictive models in this domain is characterized by the use of multi-source time-series data. 

The presence in the logs of multiple external factors, such as those describing the load on the systems or the status of 

the IT support, enables useful labels to be generated to augment the internal data of the IT organization, such as events, 

alarms and monitoring status. 
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Equation 3: ARIMA family equations (the classical baseline the paper references) 

Define the backshift operator 𝐵𝑦𝑡 = 𝑦𝑡−1. 

ARMA(p,q): 𝑦𝑡 = 𝑐 + ∑ 𝜙𝑖𝑝
𝑖=1 𝑦𝑡−𝑖 + 𝜀𝑡 + ∑ 𝜃𝑗𝑞

𝑗=1 𝜀𝑡−𝑗 

 

where 𝜀𝑡is white noise. 

 

3.2 Add integration: ARIMA(p,d,q) 

If non-stationary, difference 𝑑times: ∇𝑦𝑡 = 𝑦𝑡 − 𝑦𝑡−1, ∇𝑑𝑦𝑡 = (1 − 𝐵)𝑑𝑦𝑡  

 

ARIMA(p,d,q) is ARMA(p,q) applied to ∇𝑑𝑦𝑡: 𝜙(𝐵)(1 − 𝐵)𝑑𝑦𝑡 = 𝑐 + 𝜃(𝐵)𝜀𝑡 

 

with: 𝜙(𝐵) = 1 − 𝜙1𝐵 − ⋯ − 𝜙𝑝𝐵𝑝, 𝜃(𝐵) = 1 + 𝜃1𝐵 + ⋯ + 𝜃𝑞𝐵𝑞  

 

3.2. Prediction Targets and Metrics                                                                                                                                                   

Three categories of operational data correlate with failure incidents for non-production infrastructures: monitored 

alarms, traffic metrics, and availability metrics. The target for supervised models is the debut of incident tickets in a 

forecast window, bolstered by time-to-fail indicators. Other prediction tasks include forecasting traffic loads, anomaly 

detection, and real-time alerting of non-recurrent service behaviour. 

 

Time series data from cloud platforms and traffic routers support a combined model. Clouds provider infrastructure 

services to virtual machines; virtual machines and routing services together host application layer services. All 

dependencies are recorded and used to build a directed graph that links predictions across layers. The aim is to provide 

proactive support opportunities for every IT service. 

 

Time series models, supervised machine learning classifiers, unsupervised statistical tests, and thresholding Detector 

settings - modelling false positives and real positives can be kept under control, with the trade-off depending on the 

operational context and the application. 

 

Three categories of operational data correlate with failure incidents for non-production infrastructures: monitored 

alarms, traffic metrics, and availability metrics. The target for supervised models is the debut of incident tickets in a 

forecast window, bolstered by time-to-fail indicators. Other prediction tasks include forecasting traffic loads, anomaly 

detection, and real-time alerting of non-recurrent service behaviour. 

 

 
 

Fig 3: AI-Powered Predictive Maintenance 
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IV. METHODOLOGICAL FOUNDATIONS 

 

Understanding the empirical challenges of incident prediction requires a methodological foundation that connects data 

collection and preprocessing to the design of predictive models and associated evaluation vehicles. The first step in the 

phase of operationalization is to create virtual labels reflecting the presence of incidents for an analysis horizon, 

typically the next seven days, on the basis of historical data for faults and service incidents. Individual records are 

marked in this way for the closest subsequent incident per IT service that was created more than 10 minutes after the 

actual record date and also for the next following incidents that were created within 48 hours of the original record date. 

Similar labels are generated for fault statements. Features are derived from attributes contained in the available data set, 

paying special attention to the selection of those features yielding the highest predictive performance. 

 

An additional aspect of predictive modeling for faults and incidents, which has still not been investigated sufficiently, 

concerns the methodology for quantifying the predictive power. While conventional prediction metrics based on the 

confusion matrix are indeed useful, they consider predictive capability only in a small time frame around the label and 

demand a minimum number of predictions on a specific date to be meaningful. A promising alternative is to disregard 

the time dimension altogether and adopt a different modeling approach that retains as much information as possible 

about the forecasted label while discarding the precise prediction date of the labels and just keeping the time in which 

those labels appear. 

 

4.1. Data Collection and Preprocessing                                                                                                                                                   

The required historical IT Operation Management (ITOM) data is sourced from enterprise-grade ticketing systems that 

operate across a geographically distributed cloud infrastructure. The datasets consist of production-support-related 

incidents, such as performance and service degradation issues, and faults related to user experience and application 

issues. Incidents predominantly arise from monitored IT components, while unmonitored resources cause faults. 

Incidents and faults formed two classified outputs for supervised predictive demand models. The accurate working 

status of all IT components connected through telemetry and monitoring and the availability of all associated 

correlating features are essential for AI-driven demand prediction. Engineered features include past incident/fault 

intensity, time series data of clouds and their application components, and alphabetical seasonality encoded across both 

the incident and fault datasets. 

 

The incident dataset is classified into multiple buckets based on severity. The historical records from the past two years 

contain unplanned incidents related to the SLA violations of production systems. These incidents show variations 

across seasons, and monthly forecasting helps track/forewarn operations and business teams for proper support and 

planning. Though most predictive models benefit from long-range historical data, long-term predictions become 

challenging due to an increase in possible predictors over time. Moreover, a majority of ITOM issues are temporary in 

nature. Hence, the recently tuned models are employed to predict the upcoming four quarters in a timely manner using 

the past six months’ data. 
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Fig 4: Conventional data preprocessing techniques in AI 

 

4.2. Feature Engineering for Incident Prediction                                                                                                                                    

Feature engineering is the process of generating predictive features from raw data in order to improve model 

performance. The major challenge is defining features that are strongly correlated with the target, but not too closely: 

an attempt to predict an exact value and thresholding at this point is very risky, whereas alerting when the value is close 

is prone to excessive false alarms. Each prediction target corresponds to a unique set of features extracted from data for 

the prediction lead-time: T-1 variables help predict T, T-2 variables predict T+1 and so on. Definitions of the derived 

features exploit correlations in the available data. 

 

Five classes of features have been defined from the time-series data for use in building incident predictors: time-related 

features, temporal behaviour features, recent behaviour features, change in behaviour features, and third-party service 

features, with one or more classes being selected for each model. The first class provides information on whether an 

expected time or season has been reached. The second class is meant to indicate anomalies in behaviour during earlier 

timeframes: for example, unusual connection counts during business hours in the last week might predict an incident in 

the next week. The third class detects recent changes: for example, a sharp increase in interaction counts may indicate a 

service becoming unusually popular. Third-class features, which are taken from separate time series built from third-

party services, are particularly valuable for applications requiring real-time response. 

 

Equation 4: LSTM equations (the neural model the paper names for incident volumes) 

1. Forget gate 𝑓𝑡 = 𝜎(𝑊𝑓𝑥𝑡 + 𝑈𝑓ℎ𝑡−1 + 𝑏𝑓) 

 

2. Input gate 𝑖𝑡 = 𝜎(𝑊𝑖𝑥𝑡 + 𝑈𝑖ℎ𝑡−1 + 𝑏𝑖) 
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3. Candidate memory 𝑐̃𝑡 = tanh⁡(𝑊𝑐𝑥𝑡 + 𝑈𝑐ℎ𝑡−1 + 𝑏𝑐) 

 

4. Cell update 𝑐𝑡 = 𝑓𝑡 ⊙ 𝑐𝑡−1 + 𝑖𝑡 ⊙ 𝑐̃𝑡  

 

5. Output gate 𝑜𝑡 = 𝜎(𝑊𝑜𝑥𝑡 + 𝑈𝑜ℎ𝑡−1 + 𝑏𝑜) 

 

6. Hidden state ℎ𝑡 = 𝑜𝑡 ⊙ tanh⁡(𝑐𝑡) 

 

For regression on counts: 𝑦̂𝑡+1 = 𝑔(ℎ𝑡) = 𝑊𝑦ℎ𝑡 + 𝑏𝑦 

 

V. TIME SERIES FORECASTING MODELS 

 

Various time series forecasting techniques have been applied in the IT domain. Auto-Regressive Integrated Moving 

Average models express future values as a linear function of past values, prior prediction errors, and stochastic terms. 

Forecasting server load up to seven days ahead leads to fewer service level agreement breaches but requires numerous 

past observations. Smoothing models, which combine exponential smoothing techniques and a model-based regression 

approach, can be effective for low-resolution weekly data for memory, CPU, and other loads. Neural network-based 

models can also predict system load with good accuracy when networks and system utilization are in the same range. 

Fourier series-based models, which predict future values of quantized resource usage of an SMP kernel based on 

previous usage, have been proposed for Linux systems and can optimize resource allocation. 

 

Most time series forecasting attempts in IT have focused on a single time series. A hybrid method integrating a vector 

auto-regressive model for symmetric time series, with an estimation model for asymmetric load and support vector 

regression for error adjustment, has been applied. A multi-space multi-time forecast model addresses scaling issues of 

the original model by decomposing a long-term forecast into a few relatively small models, each covering a short 

period and a small region. A multi-level hybrid model combines an improved seasonal ARIMA model and support 

vector regression at the second layer to predict server workload several hours ahead, providing better results than a 

single model. The multi-channel feature fusion idea in computer vision aims to extract features from multiple standard 

image color channels but has also been extended for multivariate time series learning in other domains, notably 

industrial Internet. 

 

The landscape of modern time series forecasting in IT has shifted from isolating single variables to employing 

sophisticated, multi-layered architectures that handle complexity with greater precision. While early efforts were 

limited by their narrow focus, current methodologies favor hybridization—such as integrating Vector Auto-Regressive 

(VAR) models for symmetric data with Support Vector Regression (SVR) to refine error margins. To combat the 

inherent scaling difficulties of long-term predictions, practitioners are increasingly adopting multi-space, multi-time 

models that decompose broad forecasts into manageable, localized segments. 
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5.1. Anomaly Detection and Unsupervised Methods                                                                                                                        

Anomaly detection algorithms are used to forecast faults in a supervised manner and often excel in scenarios where 

failures are sporadic in nature or when known faults exist. Therefore, extensive preliminary investigation is often 

recommended. Furthermore, different models can be evaluated for surveillance purposes such as service tracking, 

anomaly detection, and forecasting, relying on the fact that models appropriate for one usage often generalize to others. 

Unsupervised methods used to build either thresholds or predictive capacity planning have gained popularity among 

businesses because they, unlike supervised models, do not depend on the availability of labelled training datasets. 

These methods can create alerts and thresholds on a non-7/24 basis to catch anomalies in real-time. 

 

Data can also be leveraged to proactively address the reliability of systems rather than just their performance. 

Monitoring systems often ingest dozens to hundreds of metrics. Response time, throughput, error rates, and other 

application characteristics are usually scrutinized to ensure the systems are not degrading or misbehaving. Any drop in 

quality of one of the monitored metrics could jeopardize the all-important user experience. IT Operations teams 

monitor key indicators, defining thresholds that, when crossed, generate an alert in the company’s event management 

solution for observation and corrective action. Therefore, when the threshold of any metric is crossed, it generates a 

major incident alert for the trigger. 

 

Equation 5: Anomaly detection via rolling z-score (thresholding approach) 

For a window 𝑤: 𝜇𝑡 = 1𝑤 ∑ 𝑥𝑡−𝑘𝑤−1
𝑘=0  
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𝜎𝑡 = √ 1𝑤 − 1 ∑(𝑤−1
𝑘=0 𝑥𝑡−𝑘 − 𝜇𝑡)2 

 

5.2 z-score 𝑧𝑡 = 𝑥𝑡 − 𝜇𝑡𝜎𝑡  

 

5.3 Alert rule ∣ 𝑧𝑡 ∣≥ 𝑧thr   ⇒   anomaly alert 
 

VI. PROACTIVE IT OPERATIONS APPLICATIONS 

 

Proactive IT Operations Applications 

The incident prediction models serve as a tool for proactive IT Operations Management. Their goal is to warn 

operations teams about potential incidents before they occur, reducing incident volumes and their associated negative 

costs—downtime costs for the business, repair costs, and user dissatisfaction. Prediction is challenging: even the "easy" 

task of predicting the next incident in the forecast becomes simply a classification of time—early warning systems 

often fail due to timing issues, leading to both false alarms and major incidents that occur without any advanced 

warning. 

 

The simplest approach is to build a real-time monitoring system based on existing thresholds for anomaly detection. 

However, preexisting thresholds tend to be either ineffective (resulting in many undetected incidents) or useless 

(resulting in too many false alarms)—properly setting thresholds for comprehensive coverage is a daunting task. More 

fittingly, the prediction models can be used for near-term capacity planning. Algorithms exist that forecast the expected 

volume of incidents for any time in the future, based on historical time series data. Such anomaly detection and 

forecasting mechanisms can thus support capacity planning by anticipating future demand, whether for server 

hardware, software licenses, or other resources. 

 

6.1. Real-Time Alerting and Thresholding                                                                                                                                        

Predicting the probability of an incident on a service within a specified time window can enable proactive action before 

the incident occurs. Predictive alerts usually require a single model per service combination and alert for short-term 

predictions. Combined with a thresholding mechanism, such predictions would learn the normal behavior of a service 

pair and an associated labeling model could capture its abnormal behavior. More rigorously, the prediction P(Incident | 

S-service, S-application, current time) would only consult S-service and S-application. Depending on the adjacency of 

services, the solution would require more (closer services) or less (isolated from each other) thresholding models. 

Threshold-triggered alerts, however, ignore the potential of correctly predicting the incident probability at time t within 

a longer time window. Aiming for a time-dependent function P(Incident | S-service, S-application, t), a single 

prediction model P(Incident | S-service, S-application, T), T being the considered time window and t ∈ T, could trigger 

alerts. Detecting temporal variations in the prediction beyond a certain level would be vital for alerting. 

 

6.2. Predictive Capacity Planning                                                                                                                                                     

Without proactive management of physical resource capacity, increasing usage can lead to problems that may adversely 

affect service reliability, such as abnormal application response times, degraded performance, temporary suspension of 

service processing, and even complete service interruptions. Capacity management requires resources to be proactively 

adjusted to ensure that the service continues to operate at the required performance level. The use of time series 

forecasting models allows for estimation of the near-future behavior of the application or infrastructure metrics and for 

warning about resource saturation in advance. For example, if the memory utilization of the application server is 

forecasted to exceed a threshold in the next hour, the resource can be added before it is used for normal service. 

 

A proactive feature of service capacity planning through predictive analytics is the ability to determine the resource 

provisioning level that minimises cost while ensuring that metrics remain within service level agreement (SLA) 

thresholds. Thus, a cost model that reflects the cost variation of a metric can be defined and combined with a forecast 

for a fixed time horizon. Cost information associated with metric forecasting deviations can then be modelled over time 
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and an optimal resource level computed. Such predictive capacity planning is particularly relevant for services that are 

cost-sensitive and do not wish to over-provision while still respecting the defined SLA. 

 

 
 

VII. CONCLUSION 

 

AI-driven methods have found their way into many domains, including natural language processing, visual recognition, 

game playing and several others. These approaches can provide new opportunities for data-driven decision making. In 

IT operations management there also lies a huge potential to use AI-based prediction models to predict incidents and 

faults from IT systems, and thus enable proactive management of IT services. These efforts allow known service 

incidents to be predicted, time series anomalies to be detected in real time and the capacity scaling of IT services not 

only to match present demand but also future demand. 

 

Efforts in using AI models for predictive IT operations management are still in its infancy stage. External hyperscalers 

and a few commercial vendors are leading the way. Research in these AI-driven predictive operations has been 

presented. Literature studies were made covering the area of AI methods preventing faults, and AI-based real-time 

alerts and anomalies preventing service incidents. Data-driven methodologies with a base in Time Series Forecasting 

Models, Anomaly Detection and Unsupervised methods have been examined together with their application for 

Proactive IT Operations management. 

 

Item Canonical equation Why it appears in the paper 

NDVI NDVI = (NIR - RED)/(NIR + RED) Normalized Difference Vegetation Index (crop greenness) 

EVI 
EVI = G*(NIR-RED)/(NIR + C1*RED - C2*BLUE 

+ L) 

Enhanced Vegetation Index (reduced saturation/atmos 

effects) 

GDD GDD = Σ max(0, (Tmax+Tmin)/2 - Tbase) Cumulative Growing Degree Days (phenology proxy) 

                   

Table: Key equations referenced/implicit in the article (summary table) 

 

7.1. Future Trends                                                                                                                                                                                

Modern IT environments are growing increasingly complex due to the rise of cloud, virtualization, and automation. The 

number of connected devices and components continues to grow, as do the number of different vendors. Consequently, 

mitigating outages or service degradation has turned into a daunting task, yet ensuring IT services run without 
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complications is a key condition for business continuity. IT Service Reliability Engineering (IT SRE) represents a 

recent move toward a proactive consideration of incidents in IT Operations Management (ITOM). When thinking about 

reliability, fault detection must no longer just be a reactive solution. A better approach is to predict anomalies before 

they develop into incidents. 

 

In a proactive approach to incident management, predictive models could significantly improve service availability by 

allowing product teams to adopt a more planned approach to incident mitigation. Similar to Capacity Management, 

incident prediction focuses on offering alerts for service-affecting incidents, enabling teams to proactively execute 

preventive measures. Incident prediction uses historical IT infrastructure data to predict problems before they arise and 

is based on the realization that many incidents are unavoidable. Most incidents are not evident, with a large percentage 

being detected at the moment of customer impact or shortly after. Despite the significant investment of time and effort 

into incident reviews, detecting alarms from monitoring systems remains a major challenge. If a monitoring alert does 

not indicate an immediate impact, it is often overlooked and the associated issue is forgotten until it escalates. 
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