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ABSTRACT: Cloud-native pipelines are expected to be able to analyze data in cloud data lakes using a reconciliation
process to detect and process new types of tactical events relating to cyber threat intelligence. Data-related, source-
related, and service-related considerations and requirements for real-time pipelines that deploy deep learning processes
to create Cloud-native Al Pipeline for Ransomware Detection are discussed. The architecture is open-source-based,
with a collection of repositories containing several online learning processes using cloud-native Al techniques.

Cyber threat detection is a dynamic process that depends on the existence of detections of malicious event patterns
from indicators and triggers for reactive responses by using relevant updated data sources. The technical challenge
derives from the need for these detections, supporting indicators, and tactical action responses to be created and
activated in a real-time automated fashion. An extensible and scalable event correlation engine has been proposed,
capable of detecting malicious events occurring in real time. However, detection of new types of events is hampered by
the requirement for expert-driven feature-extraction processes and supervised learning classifiers capable of
recognizing only specific threats, limiting the detection space to only those attack types for which the model has been
previously trained.

In online learning processes under continuous deployment, the model is continuously trained as new data is ingested in
the base, thus enabling the recognition of new types of events as they appear. Distributed cloud-native process
architecture enables the continual deployment of adaptation processes into production that can use data stored in cloud
data lakes for continuous retraining and adaptation. A new, integrated, end-to-end visual Cloud-native Al Pipeline for
Ransomware Detection based on the recognition of the modus operandi of ransomware is implemented. Data-related,
source-related, and service-related considerations for real-time pipelines built using cloud-native Al techniques that
generate deep learning processes are described.
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L. INTRODUCTION

The growing impact of cybercrime has forced government and other organizations to enhance their abilities to
anticipate new threats and protect their systems proactively. Timely detection, advanced preparation, and improved
response management require accurate up-to-date intelligence. Each year, ever more organizations report being subject
to security events; however, only a small fraction of these events have been detected in advance. Building models for
real-time cyber threat intelligence has new challenges that require continuous processing of threat intelligence data
coming from different sources.

As with any other IT system, cloud computing should serve as a support technology for the cybersecurity domain.
Cloud-native architectures offer the essential properties of being scalable, fault-tolerant, elastic, upgradable, and
automatically orchestrated for a global deployment. A challenge in cyber threat intelligence is to provide pipelines for
real-time processing of threat intelligence data that cover all aspects of the data flow. An end-to-end cloud-native
pipeline that allows researchers and practitioners to use the entire range of pipeline modules is proposed, illustrating the
key concepts involved in such a pipeline. Interoperability is one of the main issues with threat intelligence.

IJRAI©2024 | AnISO 9001:2008 Certified Journal | 11904



http://www.ijrai.com/
mailto:editor@ijrai.com

International Journal of Research and Applied Innovations (IJRAI)

| ISSN: 2455-1864 | www.ijrai.org | editor@ijrai.org | A Bimonthly, Scholarly and Peer-Reviewed Journal |

|| Volume 7, Issue 6, November-December 2024||

DOI:10.15662/1JRAIL.2024.0706036

Incorporating Threat Exchange Format files directly into the pipelines is very useful for speeding up the integration of
knowledge from sensors.

1.1. Overview of the Study

Real-time threat intelligence relies upon a comprehensive analysis of raw data, event details, tools and techniques, and
malware. Such an analysis is normally not conducted in real time and lacks cloud-native architectures and principles.
This section summarizes concepts and requirements for real-time cyber threat intelligence and explains how concepts
of cloud-native architectures and patterns can be exploited to address them.
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Fig 1: Architecting Cloud-Native Real-Time Cyber Threat Intelligence: A Multi-Source Framework for Scalable
Data Enrichment and Event Relationship Identification

The analysis of massive amounts of data for the identification of cyber threats before, during, or after an attack has
been referred to as real-time threat intelligence. It involves data capture, parsing, normalization, enrichment, and
exploitation of tools, techniques, and malware repositories on the one hand and identification of relationships between
events on the other. Unlike traditional threat intelligence, real-time threat intelligence is based on processing all
available data sources of interest as opposed to a specific class of data sources or single sources, starting from five raw
data sources at a minimum.

II. BACKGROUND AND FOUNDATIONS

Developments in real-time cyber threat intelligence in cloud-native environments, from data ingestion and processing
to deployment, integration, and interoperation with external systems and services

Decisions about data acquisition, processing, and delivery must be informed by requirements and constraints from
cyber threat intelligence consumers. Threat-detection services often require real-time predictions based on streaming
data. Al models that are retrained on a regular basis may not be entirely accurate until they are finally deployed, or
during the time lag that separates the model’s prediction horizon and the development window. Models may also
occasionally become stale. To address these challenges and provide consistent predictions under changing data
patterns, a cloud-native Al strategy can support deployment in line with cloud-native principles to enable rapid scaling
for both workload spikes and steady increases in demand.

Real-time prediction pipelines should span from either ingestion or feature-extraction right through to final prediction.
Depending on the nature of the completed task and the operational approach being taken, several patterns are applicable
to the online learning and adaptive modelling mechanisms. If the learning and prediction are being wrapped and
deployed within a cloud-native platform, additional considerations including platform abstractions for packaging and
orchestration, guarantees for elastic scalability and reliability by the platform, and end-to-end observability within the
overall pipeline must be addressed.

IJRAI©2024 | AnISO 9001:2008 Certified Journal | 11905



http://www.ijrai.com/
mailto:editor@ijrai.com

International Journal of Research and Applied Innovations (IJRAI)

|| Volume 7, Issue 6, November-December 2024||

DOI:10.15662/1JRAIL.2024.0706036

Concept Drift vs Online Learning: Accuracy Over Time

| ISSN: 2455-1864 | www.ijrai.org | editor@ijrai.org | A Bimonthly, Scholarly and Peer-Reviewed Journal |

0.95 A

0.90 A

0.85 A

0.80 A

0.75 A

Accuracy

0.70 A
0.65
0.60 { —@— Offline batch-trained model

~&— Online learning model
0.55 T T T T T T

0 5 10 15 20 25
Day

Equation 1) Streaming pipeline as a timed queueing system (latency + throughput)
1.1 End-to-end latency

Step-by-step:

1. Time spent across all stages is additive (series system):

k=1
2. For a batch/window of N events, average latency:
& 1 &
L=§Qli=5, D, b
i=1 i=1 k=1
3. Swap the summations (linearity):
K N K
- 1 _
= (3 )= Yo
=1\ i=1 k=1

k =
So average end-to-end latency equals the sum of average stage latencies.

1.2 Throughput and capacity constraint

Let arrival rate be A (events/sec). Let a stage k have service rate y, (events/sec). For stability (no unbounded backlog),

the slowest stage dominates:
Step-by-step:
1. Each stage must keep up: 4 < y,, for all k.
2. Therefore the binding constraint is:
A< mkin,uk
3. The pipeline’s maximum sustainable throughput is approximately:
Amax ~ mkinﬂk
1.3 Horizontal scaling (microservice replicas)
If stage k is replicated 13, times and scales near-linearly, then:
1. Single replica service rate: ,u,((l)

2. With 7, replicas:

e~
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3. Pipeline capacity becomes:

Amax (T, w0 Tg) = m,jn(rk M}El))

2.1. Real-Time Cyber Threat Intelligence: Concepts and Requirements

Real-time cyber threat intelligence is recognized as an increasingly important element in an organization’s defensive
capabilities. Threat intelligence enhances situational awareness and provides knowledge about current threats that can
be integrated into organizations’ defences as they evolve. True real-time capability spans the entire lifecycle from
initial detection, through sharing and dissemination, to response. Requirements include full coverage for all possible
threat information sources, with data streamed over a pub/sub and message broker architecture to processing pipelines
that find patterns and extract significant new features. New detections should be correlated with other incoming
information to filter out noise before being combined with supporting threat information and presented or disseminated
as alerts or updated indicators.

Current approaches to real-time cyber threat intelligence do not fully satisfy these requirements. Use cases and data
sources for real-time cyber threat intelligence are outlined. A framework is proposed for integrating data from these
sources to common frameworks and standards, and a streaming architecture for the real-time data ingestion, analysis,
and generation of alerts is described. Similar patterns apply to the incorporation of cloud-native Al capabilities into
proactive use of MITRE ATT&CK adversary knowledge. This supports scenario construction, simulated attack
forensics, and information dissemination but currently lacks real-time capability. Continued research in these areas is
required.

2.2. Cloud-Native Architectures: Principles and Patterns

Surrounding the concept of a cloud-native deployment are public cloud abstractions that enable easy and speedy
orchestration of the functionality of a system at a given layer of abstraction by a third party. At a higher level of
abstraction, a system is published as a service to be consumed through defined service-level agreements (SLAs), which
may include availability and durability objectives. Cloud-native architectures allow the implementation of the same
service on different platforms, such as on-premises, in the cloud, hybrid, or multi-cloud solutions.

Traffic patterns associated with global applications often exhibit traffic locality with respect to the serving location of
the application. This property enables the strategy of deploying a cloud-native application in multiple locations while
providing a consistent view of the data. Stepping down a level of abstraction, pattern detection mechanisms applied to
the flow specification data enable automatic mapping of flow specification to availability zone (AZ) Balkanization. At
a layer below, cloud-native design patterns can also provide abstractions to smooth the implementation and operation of
individual components that are part of a broader service offering.

A cloud provider implements an elastic solution using object storage for data. All operations are automatically
distributed and built to be parallel processing-friendly, requiring zero local storage, with the only control being the
number of consumers. AKS is used as the underlying orchestration technology. During automated function testing,
failure points are dynamically simulated using Chaos Engineering principles to validate the cloud-native capability of
the application.

Day | Accuracy OfflineBatch | Accuracy Onlinelearning
25 | 0.6227466065042673 0.7418298061733956

26 | 0.6159738607228616 0.7529617202585397

27 ] 0.5945584244901415 0.751027444961219

28 ] 0.5992469827467164 0.7576750275732838

29 ] 0.5799176284074 0.7488483340281059

30 | 0.5662872323739773 0.7386081499105898

IT1. DATA INGESTION AND INTEGRATION IN CLOUD-NATIVE PIPELINES

Cyber Threat Intelligence (CTI) consists of a set of technical and human threats, attacks and anomalies in the
cybersecurity domain. Threat reports are shared in textual format, in TTP (Tactics, Techniques, and Procedures), CVE
(Common Vulnerabilities and Exposure), MISP (Malware Information Sharing Platform) and STIX (Structured Threat
Information Expression) formats, available from multiple organizations. In addition, alerts and events generated by
security tools and devices (intrusion detection systems, firewalls, network traffic monitoring tools and more) are
constantly ingested. Combining event data with threat reports is a complex challenge, moreover, because such data is
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produced at a large scale. Scalability, low latencies and proper data structures are necessary for a suitable cloud-native
architecture.

Artificial Intelligence (Al) systems are expected to ingest large amounts of data produced in various formats, be
flexible for recombination, react instantly and be scalable. Event correlation brings together threat information with
matching events from security tools. Detection and attribution follow. Alerts from detection engines must be correlated
to reduce false positives yet identifying new threats using open-set recognition, open-set classifiers or One-Class
classifiers. The recognition models must be adaptive because recency is important: the model trained for the last year
may not identify Zero-day attacks.

Equation 2) Sliding-window event correlation (pattern frequency in real time)
Let x; = (15, a;) be event i with timestamp 7; and attribute vector a; (IP, user, hash, TTP, etc.). Let a time window of
size W end at time t: (t — W, t].
2.1 Count of a pattern P in the window
Define an indicator that event i matches pattern P:
1 if x; matches P
1 X:) = t i
p(x1) {0 otherwise

Step-by-step:
3. Only count events in the window:

1 ift-W<r; <t

1 _ T:) = . =
e-w.)(T) {0 otherwise

3. Count matches in the window:
Co®) = D L (7 15060
i

4. Trigger rule (frequency threshold 6):
Trigger(P,t) = 1{Cp(t) = 6}

3.1. Data Sources for Threat Intelligence

To achieve a comprehensive, continuous, real-time Cyber Threat Intelligence that is operationally meaningful soon
after production, it is necessary to gather and process data not only from traditional endpoints and servers, but also from
other resources that are able to produce actionable information at very short time spans. Since cyber threats take place
in the cyberspace context, either perpetrated from it or aimed against it, another broader source of information comes
from the study of events on the cyberspace per se, including sites, social media (Twitter, Facebook, Reddit, etc.), blogs,
underground forums and markets, paste sites, and domain registrars (e.g., WHOIS), which act as USB devices for fresh
exploited data.

Additional feeds from open, commercial, and technical monitoring services provided by private companies and/or
international governmental organizations offer valuable information regarding ongoing attacks, botnets, malware
command-and-control (C&C) servers, and exploitable vulnerabilities and exploits in the format of Common
Vulnerability and Exposure (CVE) identifiers and Common Vulnerability Scoring System (CVSS) severity scores.
These services include several agencies, such as the Department of Homeland Security (DHS), US-CERT, European
Union Agency for Cybersecurity (ENISA), and Cyber Security Agency of Singapore. Indeed, the amount of available
information and services about Cyber Threat Intelligence has exploded in the last years, and in some cases,
combinations of services can serve as ready-to-use Cyber Threat Intelligence sources. Examples include the Emerging
Threats ET Open DDoS, or the Emerging Threats Compromised IP List, to report known botnets and infected machines
taking part in DDoS attacks, Anti-Virus companies such as Webroot, which reports IP addresses using a malvertising
infrastructure, and Trend Micro, which publishes Internet Threat Landscapes.
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Fig 2: Multi-Source Cyber Threat Intelligence: A Framework for Real-Time Operationalization Across Global
and Social Data Streams

3.2. Ingestion Frameworks and Streaming Architectures

Ingesting and processing the incoming data streams without delay is paramount for automated threat detection and
event correlation and for timely warning to defense teams. For this reason, Cloud-Native Pipelines for Real-Time
Cyber Threat Intelligence will typically exploit Fast-data Ingestion Frameworks (FIIFs) as ingestion modules. FIIFs
support decentralized topologies allowing fast, event-driven processing of data streams in a distributed, fault-tolerant
manner, and achieving low latency, high throughput, and horizontal scalability. A promising software stack for data
ingestion is the Apache open-source ecosystem, notably: Apache Kafka for Low-latency, High-throughput
Publish/subscribe messaging system, Apache Kafka Streams and Apache Flink for a Distributed Stream Processing
Engine, Apache Pulsar for a Low-latency, Fault-tolerant Pub-Sub messaging system, and Apache Pino for a
Distributed, Column-oriented Data Store focusing on low-latency OLAP.

FIIFs may also be integrated with traditional Big Data Environments built atop Apache Hadoop and Apache HDFS to
build hybrid Data storage and processing Systems. Usually, Cyber Threat Intelligence data will be collected,
consolidated, and monitored in real-time within a centralized system called Security Information and Event
Management (SIEM), which provides capabilities for both Security Information Management (SIM) and Security
Event Management (SEM). Event correlation, together with real-time monitoring, enables the detection of complex
attacks and abnormal behaviors through pattern detection, anomaly detection, and event enrichment techniques.
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Stage Latency ms
Ingestion 10
Parsing/Norm 13
Enrichment 17

Feature Extract | 25
Model Inference | 17
Correlation 32
Alert/Push 9

IV. REAL-TIME PROCESSING AND ANALYTICS

Data from different streams, possibly produced by diverse entities, require identification of common characteristics
through feature extraction, subsequently making the content amenable for analytics. Representatives and a simplified
summary of the source are also often required for effective transit and storage. Aggregation systems typically perform
feature extraction to compile summaries of elements appearing in rapid succession or to simplify the payload for
subsequent streams. Security events often occur in temporal proximity to other contextually relevant events. Though
labelled training data may be difficult to generate in large volumes, learning from events labelled as benign may be
possible when labelled data for indicated threats are found. When faced with data from diverse domains, online or
continual learning methods equipped with multi-task or multi-label capabilities may enable expansion or adaptation to
more specialised models.

The data provided by threat intelligence services may often be in the wrong modality for effective action — a label
indicating that a specified domain is suspected of being compromised is of limited use for automated detection systems.
Data from multiple such services covering a range of associated categories related to malicious activities may enable
the direct use of the labels provided through cross-modality online learning techniques. As the various models for
chunked processes are relatively lightweight, they may even be combined into a pre-processing stage that inserts
alternative labels as additional features into the data stream for consideration by other detection and analysis
components. The services are often unreliable or transient, making imitation of black-market threat feeds an attractive
target.

Equation 3) Online learning update (why accuracy decays, how continuous updates fix it)
3.1 Online gradient descent for a binary detector
1

Let the model be f,,(x) = (W' x) where o(z) = - For label y € {0,1}, use log-loss:
£(w; x,y) = —[ylogf,, (x) + (1 = y)log(1 - £, (x))]

Step-by-step gradient:

4, Letp=f,(x) =c(w'x)
5. Known derivative: d(;—(zz) =0(2)(1-0(2)) =p(1-p)

6. Differentiate loss w.r.t. w (chain rule):
Vwtl=@—-y)x
4. Online update with learning rate n,:
Wepr = We = 0e(De — Ye)xe

3.2 “Update only if informative”
7. Define a difficulty/uncertainty score (closest to decision boundary is most informative):
ue = lp — 1/2|
4. Update only if uncertainty is high enough (i.e., u; < 6):
_ (wWe=ne(oe —y)xe iflp—1/2| <6
Wed =y otherwise
t
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Pipeline Latency Breakdown by Stage
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4.1. Feature Extraction and Event Correlation

In cloud-native pipelines for real-time cyber threat intelligence, fundamental processes such as feature extraction and
event correlation must support incredibly rapid responses. Detection of thousands of events per second is common in
some contexts, since attempts to compromise any organization are no longer individual, country, or major military
events, but an everyday industry-wide threat that remains effectively secret until actual compromise. Individual events
on a single system, such as multiple failed logins in a time-based sequence, are commonplace and known, although
their appearance on every system during a compromise is not. Cyber activity for a few seconds across many systems
can be an indication that something very fundamentally nasty is occurring in real time and needs immediate action.
Much of the strategy for detecting it is based on classical pattern matching, checking for values, order, or frequency
within a sliding time window, but now the candidates for those patterns are not long standing (thousands of such
patterns need to be detected), are not human generated, and need automated matching. Automatic feature extraction
cannot simply rely on a set of labels.

In the online learning context, the next thing that happens to some entity can be termed an input event. It can be viewed
as a new set of data, which is fed into the model selection process to see if one of the patterns can temporally match that
data. Each day a corporation sees normal behavior across the actual wording in their emails but that normality does not
exist for other corporations. Major companies have thousands of social media accounts but they also are not in the same
topic context. Activity clusters and the classification need to dynamically reflect those entities that can now be
grouping together in one-off campaigns and need a different focus or can be discarded. Multiple speaking patterns
emerge during sporting events and financial earnings announcements; after such events only a few remain active. The
filtering is separately visible in some of the actual labeled data, the activity clusters, and the grouping of social media.
The evolution of the activity promoting one of those time-limited temporary speaking patterns requires all of these
three aspects to dramatically dynamically refocus during operation.

4.2. Online Learning and Adaptive Models

Traditionally, models for cyber threat detection or prediction are trained off-line on historical data and then deployed
into production. The resulting models may perform well for a certain period, but gradually their accuracy diminishes
due to concept drift, eventually compromising their utility. Although retraining on new batches of labeled data may
temporarily mitigate this issue, the overall approach remains largely manual and reactive. Models may also overfit rare
events because, in practice, they can often only learn to detect an attack type from a limited number of such labeled
instances. They are incapable of adapting to changes in the underlying system, network, or user behavior that are
unrelated to an intrusion. As a result, a new attack type that occurs quite often in reality cannot be detected by an
updated model because it was missing from the training data.

Online learning enables the systematic updating of a model with each new instance that arrives. It can decide whether
the incoming instance is informative and, thus, whether to use it to amend the model. This can address the problem of
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gradual diminishment of detection performance after deployment. Online boosting combined with online kernel-based
learning provide a scalable mechanism to combine predictions from multiple models, each specialized in detecting
particular types of attacks. A more generic adaptive damage detection model can be built to swiftly identify malicious
events or objects under system, network, or user behavioral changes, so that the response can be tuned more suitably.
Additionally, interaction-based relational traffic analysis can be employed to incrementally learn the normal behavior
of individual network users and nodes, reducing chances of false positives due to benign behavior changes.

V. CLOUD-NATIVE DEPLOYMENT CONSIDERATIONS

Real-time machine learning pipelines can be constructed using cloud-native technologies and cater to specific use
cases. When deploying into cloud-native platforms, the main aspects to consider are: 1) platform abstractions for
deployment, orchestration and scaling; 2) reliability, availability and service observability; 3) data flow observability.
Each of these considerations is discussed below.

Cloud-native applications provide abstractions to support deployment, hosting and orchestration. Platform-as-a-Service
(PaaS) solutions enable developers to deploy an application using the source code and take care of everything else
under-the-hood, including rolling updates, traffic routing, service discovery and scaling. Such PaaS solutions can also
support use cases involving continuous model training and model refresh using files stored within the cloud. For use
cases that require deployed models to periodically refresh, Model-as-a-Service (MaaS) solutions are also available.
Data can be made available for retraining using file triggers, file sensors or polling mechanisms.

Another aspect of cloud-native applications is the scaling possibility provided by microservices. The stateless nature of
cloud-native applications allows for horizontal scaling. For ingestion services, streaming services and prediction
services supporting high volumes, multiple replicas of individual services can be created or scaled automatically based
on the number of messages processed.

Replicas | Throughput events per sec
1 10669
2 20529
4 40830
8 72356
16 120738

5.1. Platform Abstractions and Orchestration

Cloud-native approaches emphasize modular and service-oriented software design practices, fostering the use of low-
level abstractions that separate compute, data storage, and networking services. For dynamic resource allocation, these
abstractions are deployed in containerized environments. Containers provide application isolation, lightweight
management (compared to traditional virtual machines), and faster provisioning—all crucial features for cloud
elasticity. Cluster orchestrators, such as Kubernetes, automate container lifecycle management by deploying, scaling,
and rebooting application components based on configurable templates. Continuous monitoring and metrics reduce
human errors and unplanned resource consumption for application operations.

Although orchestrators enable self-healing features and support multicloud deployment and scaling, holistic

deployment patterns (e.g., service meshes or serverless) remain open research areas. Indeed, cloud-native software
paves the way for modular implementations that can be extended beyond simple sharding or replication patterns.
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Fig 3: Beyond Containerization: Orchestrating Cloud-Native Resilience through Modular Abstractions, Service
Meshes, and Serverless Paradigms

5.2. Scalability, Reliability, and Observability

Key principles that are fundamental to any system deployed on the cloud—two of the largest and most advanced on the
market are from Google and Amazon—are scalability and reliability. Any service can be instantiated in many replicas,
as demand increases. These replicas are load-balanced and, if necessary, the orchestration platform directs new
operational units to idle. Any replica can be declared corrupted and expelled from the system. These capabilities are
usually highlighted on the providers’ technical sheets: the cloud can absorb unexpected systemic peaks, seasonal elastic
load distributions, and even attacks on the service.

Another aspect offered by cloud providers is observability. These enterprises strongly encourage the recording and
monitoring of any behaviour, and they even provide resources such as dynamically configured monitoring and test error
patterns that can trigger the automated real-time initiation of specific predictive models. However, for many years, too
much information has made the analysis of the evaluated system difficult to use. Observability can also impact the cost
of real-time intelligence by recording and analysing predictions, accidents, and false alarms. Cloud-native pipelines
should be cost-efficient. Therefore, apart from standard cloud frameworks, containers provide on-chip instrumentation,
resilience, auto-scaling, and observability metrics.

VI. INTEROPERABILITY AND STANDARDS

Achieving interoperability among components within a cloud-native Al pipeline is a fundamental prerequisite for the
effective integration and coalescing of data and models developed by different organizations and offered by multiple
vendors. The support of standardized data formats or exchange protocols eases data usage and thus favors pipeline
creation. It promotes the development of bespoke pipelines that perform preprocessing on the extracted semantic
entities, aggregate situational awareness, or combine complementary models in order to yield additional insights. It also
favors the on-demand provision of models when needed.

The adoption of widely accepted data formats for the representation of cyber threat intelligence, such as STIX, Taxii,
MISP, or OpenDXL, assists integration. Similarly, the support of common protocols such as Kafka or MQTT for the
exchange of messages enables a more seamless platform-based assembly of pipelines. At the same time, model
interoperability specifications such as MBF and those supported by industry consortiums like the OASIS Open
Command and Control (OpenC2) Technical Committee provide a context for cloud-native Al pipelines in which
models designed by different developers to serve different purposes can be shared and reused.

Equation 4) Evaluation equations for ransomware/threat detection (confusion matrix — metrics)

Let:
e TP: malicious correctly alerted
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o FP: benign wrongly alerted
e FN: malicious missed
e TN: benign correctly ignored

4.1 Precision, Recall, F1 (step-by-step)
8. Predicted malicious count: TP + FP
9. Precision = fraction of alerts that were truly malicious:

Precision — TP
recision = TP T FP
5. Actual malicious count: TP + FN
6. Recall/TPR = fraction of actual malicious detected:
TP
Recall = ———
A= TP Y FN
5. F1 is harmonic mean:
2
Fl1=

1 4 1
Precision ' Recall

6. Substitute:

1 2PR
~ P+R
4.2 False positive / false negative rates
10. Actual benign count: FP + TN
FPR = FP
~ FP+TN
5. Actual malicious count: FN + TP
FNR = N
~ FN+TP
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6.1. Data Formats and Exchange Protocols

14 16

Cyber threat intelligence (CTI) comprises structured and unstructured data ingested from multiple sources and shared
through custom or domain-specific formats, APIs, and protocols. Custom payloads such as those used by the open-
source MISP platform serve community or industry-specific CTI sharing requirements. The MISP format is commonly
associated with STIX/TAXII protocols, which include JSON-serialized data expressed in a structured format suitable

for machine processing.
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In addition to MISP, a variety of domain-specific formats and protocols are developed and used, including CEF, the
Common Event Format developed by ArcSight; JSON-based SWIFT-defined message types for transaction and
security events in the financial sector; and the TTP-defined Data Model, which provides CEF and JSON-based message
structures specific to the Transport, Telecommunications, and Postal Sectors. The taxiiClient package implements the
TAXII Exchange, which enables the retrieval of MISP data and supports notifications. Source and destination adapters
for standardized protocol exchanges are expected to restrain the innovation speed and practical applicability of model
materialization in cloud-native environments. In contrast, support for structured data can greatly accelerate cloud-native
innovation by enabling platform-independent execution of data-aware applications.

6.2. Model Packaging and Reusability

Al models formed via pipelines in cloud-native pipelines need to facilitate effortless deployment at remote locations for
those who can take advantage of them. The Open Neural Network Exchange (ONNX) ecosystem provides an open
format for deep learning models, allowing the models to be packaged and shared among organizations and in the
community. Built-in exporters/DLs for PyTorch (Hugging Face), TensorFlow, Keras, and scikit-learn, among others,
allow users to define and save their models in an interoperable format that can be deployed on different or supported
hardware. Efficient Neural Network Interchange Format (e.g., efif) and Efficient Multi-Model Interactive Runtime
(eMMIR) focus on deploying Al at low-power remote locations and takes a model architecture and compresses it for
efficient, low-power remote deployment while maintaining high predictive performance. Models on edge devices are
regularly contacted to check for updates and aren’t trained, just predict. A pipeline that can do this sort of packaging is
able to inject traffic-lightable, traffic-light-injected models back into scalably deployable traffic-lighting.

The packaging of inter-type models into containers that allow for service registration and the normal cloud-native
standard operations provides a way for pipelines to build and inject new modules back into the registerable traffic-
lighting process without disrupting the service. Each of these service components microservice components can also
have traffic-light-injected modules that will allow temporary testing of monitored injection of the new non-service-
disruptive type 1 type-same-classes. Any service that requires these models can pick them up like grabbing a model
from PyPI, etc.

VII. CONCLUSION

Cloud-Native Al Pipelines for Real-Time Cyber Threat Intelligence in 2024: present an objective, evidence-based
analysis with formal structure and scholarly tone.

The proposed model of real-time cyber threat intelligence production uses domain knowledge to define the set of
features needed for the analysis of incoming data. Most information comes from unstructured data sources parsed and
processed by natural language processing techniques that generate structured data to complement the information from
more conventional structured or semi-structured data sources. The adaptive detection models use features derived from
previous processing together with the incoming data. Each detection task runs an independent online-learning algorithm
that updates the model based on the latest observations. The Al pipeline relies on cloud-native design principles,
employing data-streaming technologies for data ingestion and data integration stages and relying on a microservice
architecture for real-time processing. Finally, the use of standard protocols helps to improve the interoperability and
sustainability of the entire cyber threat-intelligence production process.
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Cyber criminals frequently operate in real-time mode, exploiting known vulnerabilities or zero-day exploits. Online
crimeware kits marketed as services allow criminals to easily rent all needed materials. Botnets hire distributed
computing power for processing data in near real time and to act on received instructions. Many hijacked systems are
used as intelligence-gathering platforms for other cyber criminals. Hence, there is an increasing demand for a
complementary cyber threat intelligence service that operates in near real time by mining and aggregating data from
various sources and providing intelligence so that defenders can react more rapidly to critical threats. Interest lies
especially in the near real-time detection of new malware or attack payloads and in the identification of sessions created
for command-and-control (C&C) communication. Moreover, information on current attacks is constantly processed to
produce near real-time advisories.

7.1. Final Thoughts and Future Directions

To design a cloud-native architecture for real-time CTI using information fusion and machine learning, platforms and
tools are readily available. Key design considerations include selecting appropriate platforms and components, data
sources, and the features to estimate and monitor in the incoming data streams. Real-time data streams naturally support
online learning and adaptative models that may employ adaptive feature selection techniques. Systems supporting these
operational aspects are in place. Security aspects of the system must be addressed when deploying models in the cloud,
ensuring that the built models are impervious to adversarial attacks.

Real-time cyber threat intelligence that leverages cloud-native principles in the services provided, such as observability
and reliability, still lacks a comprehensive design. Addressing this gap will shed light on missing elements, enabling a
complete definition of cloud-native CTI for current and future operational needs. Another area that continues to
demand attention is the reusability of models for threat-related tasks: CyberAIWeb offers a framework capable of
housing trained models, but a standard for packaging and disseminating trained Al models for cyber applications is still
missing. Recent efforts on model cards are promising, but they focus on model performance rather than usability for a
specific task.
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