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ABSTRACT: The increasing complexity of enterprise resource planning (ERP) ecosystems has intensified the need for
intelligent, adaptive, and cloud-ready security solutions—particularly for SAP-driven infrastructures that manage
mission-critical business operations. This paper proposes a cloud-native API-enabled fraud detection system that
integrates Grey Relational Analysis (GRA), Machine Learning (ML), and Generative Al to deliver advanced, real-time
threat intelligence for SAP ERP environments. The framework leverages cloud-native APIs to ensure scalable data
ingestion, cross-module correlation, and seamless interoperability with SAP’s digital core. GRA is employed to
quantify multi-dimensional relationships among transactional behaviors, enabling early anomaly detection and context-
aware risk scoring. ML classifiers enhance predictive accuracy by learning behavioral patterns from historical records,
while Generative Al models simulate adversarial scenarios, strengthen detection thresholds, and improve system
resilience against emerging attack vectors. Experimental evaluations demonstrate that the unified architecture
significantly reduces false positives, enhances detection fidelity, and supports adaptive, continuous security monitoring.
The proposed solution establishes a robust and explainable analytical pipeline capable of supporting real-time fraud
mitigation and proactive threat intelligence across SAP ERP ecosystems.

KEYWORDS: Cloud-native architecture, API management, SAP ERP security, Grey Relational Analysis, Machine
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L. INTRODUCTION

The adoption of large-scale cloud infrastructure by enterprises has surged in recent years, driven by the need to store,
process, and analyze vast amounts of data across distributed services, microservices architectures, operational logs, and
business-critical transactions. As organizations scale to petabyte-level workloads — encompassing user interactions,
inter-service communications, resource utilization, and ERP-managed financial or operational transactions — the
complexity and volume of data make security increasingly challenging.

Cloud systems inherently widen the attack surface: multi-tenancy, shared resources, dynamic provisioning, and
distributed microservices create a constantly shifting environment. Moreover, enterprise cloud systems increasingly
integrate with ERP systems (such as those offered by SAP), which manage business-critical financial and operational
workflows. This convergence of IT infrastructure and business operations expands the potential for fraud, insider
threats, and hybrid attacks that leverage both cloud and business logic. Conventional security tools — traditional rule-
based intrusion detection systems (IDS), signature-based detection, firewall rules, static access control — often fail to
detect subtle or evolving threats, e. g.fraud buried inside legitimate-looking transactions, insider misuse, or adaptive
multi-vector attacks.

In parallel, the rise of Al and machine learning has opened new possibilities for proactive threat detection, leveraging
anomaly detection, behavioural analytics, and real-time pattern recognition. Several works have demonstrated the
promise of Al-driven security solutions for cloud infrastructures, especially for anomaly detection based on resource
usage, network flows, and user behaviour. JIER+2Granthaalayah Publication+2 However, ML-based solutions often
require large labeled datasets (which may not exist for rare fraud or zero-day attacks), may assume statistical properties
(distribution, stationarity) that do not hold in dynamic cloud environments, and may lack interpretability — a serious
concern in enterprise settings subject to audit, compliance, and regulatory constraints.

This paper proposes a hybrid and complementary approach: leveraging Grey Relational Analysis (GRA), drawn from
Grey System Theory, to capture deviations under uncertainty or partial information, integrating with Al to make
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decisions, and aligning with enterprise ERP (SAP) for actionable prevention and risk management. GRA offers a way
to assess similarity or deviation between a reference “normal behavior” profile and current multi-dimensional observed
data — even when information is incomplete or noisy. Wikipediat2IJERA+2 By computing a “grey relational grade”
across many dimensions (system metrics, user behaviour, business transactions), we can detect subtle multi-
dimensional anomalies, which may correspond to fraud, misuse, or emerging threats.

Integrating this with SAP’s risk management tools enables not only detection, but also business-level response:
automated alerts, freezing or review of suspicious transactions, adaptive risk scoring, and audit logs for compliance.
SAP’s internal control and risk-assessment features are designed to detect inconsistencies, protect business-critical data,
and prevent misstatements or fraud. SAP+1

In this paper, we detail the conceptual framework — covering data collection, normalization, GRA computation, Al-
driven decision logic, SAP integration, and adaptive update. We illustrate how this approach can scale to petabyte-level
data while remaining interpretable, resource-efficient, and effective at detecting fraud or threats under uncertainty. We
also analyze potential limitations and suggest future extensions, such as graph-based modeling for collusion detection
or dynamic baseline adaptation.

The remainder of this paper is organized as follows: first, a literature review covering cloud security, Al-based anomaly
detection, Grey System Theory and prior applications; next, the research methodology; then a discussion of advantages
and limitations; followed by results and discussion of simulation experiments; finally, conclusion and directions for
future work.

II. LITERATURE REVIEW

Cloud computing has become a backbone for modern enterprise IT, enabling scalable storage, distributed computation,
flexible resource allocation, and integration with business-critical applications. However, this shift has significantly
broadened the attack surface, introducing multifaceted security challenges. Shared-resource multitenancy, dynamic
provisioning, virtualization, distributed storage, and microservices-based architectures complicate the security
landscape. As cyberattacks become more sophisticated — including insider threats, stealthy fraud, zero-day exploits,
advanced persistent threats — organizations increasingly recognize that traditional security mechanisms may be
insufficient.

Cloud Security Challenges and AI-Based Approaches

The dynamic and heterogeneous nature of cloud infrastructure poses significant security and privacy risks, including
unauthorized access, data exfiltration, DDoS attacks, insider misuse, misconfiguration, and compliance violations.
Traditional signature-based intrusion detection systems (IDS/IPS) and static access control lack the adaptability needed
to defend against unknown or evolving threats. Studies highlight that cloud security requires anomaly detection,
behavioural analytics, and real-time monitoring to be effective. JIER+2SAP+2

Al-driven cloud security solutions are emerging as strong candidates for this purpose. Machine learning (ML), deep
learning (DL), and various anomaly detection techniques are leveraged to detect unexpected resource usage patterns,
unusual network flows, suspicious user behaviours, and deviations from normal operational baselines. For example,
hybrid models combining unsupervised anomaly detection and supervised classification have shown promise in
identifying zero-day attacks and insider threats. journals.injmr.com+2SpringerLink+2

Further, recent work on real-time cloud anomaly detection — such as the system described in “CloudShield” —
demonstrates how deep learning reconstruction-based detection can identify malicious activity (even speculative
execution attacks) with high speed and low false alarms, across diverse cloud workloads. arXiv Meanwhile, “RADS:
Real-time Anomaly Detection System for Cloud Data Centres” uses a one-class classification method with time-
windowed time series analysis to detect VM-level anomalies due to DDoS or cryptomining attacks, reporting 90-95%
accuracy with low false positive rates of 0-3%. arXiv

Despite these advances, there remain challenges: ML and DL models often require large labelled datasets (rare in the

context of fraud or zero-day threats), may assume certain statistical properties (stationarity, independence), and suffer
from a lack of interpretability — an issue for compliance, auditing, and business governance. Furthermore, resource
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consumption (CPU, memory) can be high when processing petabyte-scale data, and adapting models to changing usage
patterns or business workflows is non-trivial.

Grey System Theory and Grey Relational Analysis (GRA)

One alternative (or complement) to purely ML-based anomaly detection is the use of grey system theory, which is
designed to analyze systems with incomplete, uncertain, or partially known information. Developed by Deng Julong in
1982, grey system theory classifies systems as white (fully known), black (completely unknown), or grey (partially
known) — reflecting the fact that in most real-world scenarios, information lies in between. Wikipedia+2IEOM

Society+2

Within grey system theory, grey relational analysis (GRA) is a method used to assess the relational similarity (or
divergence) between a reference (ideal or baseline) data sequence and alternative sequences, across multiple
dimensions. Essentially, given a reference profile (e.g., “normal behaviour”) and observed behaviour across many
metrics, GRA computes a “grey relational grade” (GRG) that quantifies how close (or far) the current state is from
baseline, even when data is partial or uncertain. Wikipediat2IJERA+2

GRA has been widely applied across disciplines — from engineering, manufacturing, and environmental modelling to
socio-economic forecasting, healthcare, decision-making, and risk assessment — especially where data is sparse, noisy,
or incomplete. MDPI+2Semantic Scholar+2 Compared with regression or classical statistical models, GRA often
requires fewer data points; some studies report stable results even with minimal observations, making it suitable for
early-stage systems or where data collection is partial or ongoing. MDPI+1

In multi-criteria decision making (MCDM), GRA is frequently used to rank alternatives based on multiple attributes, by
normalizing the data, computing relational coefficients across attributes, and aggregating into relational grades.
IJERA+I

However, the application of GRA in cybersecurity — especially in cloud security, fraud detection, or ERP-integrated
threat prevention — remains sparse in the literature. There is a gap between the robust theory of grey systems and the
demands of dynamic, high-volume enterprise cloud systems.

Enterprise Systems, ERP, and Fraud / Risk Management

Enterprise Resource Planning (ERP) systems such as those offered by SAP are deeply embedded in the financial and
operational workflows of large organizations. As ERP systems migrate to cloud or hybrid deployments, these become
attractive targets for cybercriminals and insiders — because they contain sensitive financial, operational, and personal
data, and they orchestrate critical business transactions. SAP+1

SAP recognizes these risks: tools like SAP Risk and Assurance Management provide centralized risk assessment,
internal control documentation, automation of controls, and exception handling workflows to detect inconsistency,
prevent misstatements or fraud, and strengthen compliance. SAP+1

Recent industry trends show increasing interest in integrating advanced analytics and Al into ERP risk-management:
for example, third-party “risk mining” platforms that plug into SAP to continuously analyze business data and flag
integrity exposures (e.g., duplicate payments, suspicious vendor interactions, abnormal procure-to-pay sequences) in
real time. Datricks

However, most existing ERP risk-management tools rely on rule-based controls, business logic checks, or static
thresholds — which may fail against novel, adaptive fraud or complex collusion scenarios. A hybrid approach that
couples data-driven analytics spanning cloud operations and ERP transactions could significantly enhance detection
capabilities.

Hybrid Security Approaches and the Case for GRA + AI + ERP Integration

Given the limitations of purely ML-based detection (data needs, resource consumption, explainability) and purely rule-
based ERP controls (static, rigid, limited to business logic), a hybrid methodology combining GRA, Al analytic
engines, and ERP integration presents an attractive middle ground.
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Grey relational analysis offers robustness under incomplete or uncertain data and does not require large labeled
datasets; Al engines can leverage GRG features for anomaly detection; and ERP integration enables business-level
enforcement and auditability. Such a framework can potentially:

e Detect anomalies across both infrastructure-level metrics (resource usage, network flows) and business-level
metrics (transactions, user roles, vendor interactions)

e Handle large-scale (petabyte) data via distributed stream-processing and normalization

e Provide interpretable, explainable alerts based on relational grades rather than opaque ML black boxes

e Adjust dynamically as system and business behavior evolves, through weight adaptation and feedback loops (e.g.,
confirmed fraud events, false-positive reviews)

However, literature currently lacks comprehensive studies that implement and evaluate such a holistic approach —
especially in a cloud + ERP + risk-management context. This gap motivates the research presented in this paper.

III. RESEARCH METHODOLOGY

This section describes the proposed research design, data assumptions, modeling framework, algorithmic components,
evaluation strategy, and approach to integration with ERP (SAP) systems. We assume a large enterprise-scale cloud
deployment with petabyte-scale data throughput, microservices architecture, and business transactions managed via
SAP.

Problem Definition and Objectives:

We aim to detect fraudulent behavior, insider misuse, unauthorized access, anomalous transactions, data exfiltration,
and hybrid cyber threats in a large-scale cloud + ERP environment. The key requirements:

Scalability to petabyte-scale data

Ability to operate under incomplete, noisy, or partial information (e.g., missing logs, variable sampling)

Low false positives (to avoid alert fatigue)

Real-time or near-real-time detection and response

Interpretability and auditability for compliance

Integration with SAP (or enterprise ERP) for actionable risk management and remediation
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Data Collection & Monitoring:

We assume instrumentation of the cloud environment to collect multi-dimensional data across the following categories:

o User activity logs: login/logout events, role changes, access to services/modules, time of access, frequency, access
locations (IP, geolocation), unusual hours

e Transactional data managed via ERP: business transactions such as payments, vendor interactions, asset transfers,
procurement-to-pay sequences, invoice approvals, refunds

e System-level metrics: resource usage (CPU, memory, 1/O), storage access patterns, network traffic between
microservices/VMs/containers, inter-service API call counts

e Inter-component communication flows: API calls between services, database queries, inter-tenant data access,
cross-service data transfers

e Historical baseline data representing “normal behavior”: drawn from a training period under known-good operation
(no prior fraud/attack incidents) for each of the data categories

Given the volume (petabyte), data is collected via distributed logging and monitoring infrastructure, such as big data
lakes, distributed stream-processing (Kafka, Spark Streaming, Flink), or cloud-native telemetry pipelines.

Preprocessing & Normalization:

Because the collected features are heterogeneous (transaction amounts, counts, frequencies, durations, resource usage,
access times), preprocessing is essential. We apply the following steps:

1. Normalization / scaling: Transform each metric into a comparable scale (e.g., min—max scaling, z-score
normalization, or percentile-based normalization), ensuring no single metric dominates due to scale differences.

2. Handling missing or partial data: For missing values (e.g., incomplete logs), adopt “grey number” representation
(intervals) or imputation with conservative defaults, preserving uncertainty rather than discarding data — consistent
with grey systems philosophy.

3. Aggregation into time windows: Data are aggregated into fixed windows (e.g., hourly, daily), producing feature
vectors per window per entity (user, tenant, service, etc.), enabling continuous monitoring.

4. Feature selection / weighting: Prioritize features that are more indicative of fraud or threat (e.g., high-value
transactions, unusual inter-service flows, anomalous resource bursts). Feature weights may be pre-defined by domain
experts or adaptive (learned over time).

Reference Model (Baseline):

Establish one (or more) reference behaviour vectors X,for each entity type (user, service, tenant, system) based on
historical “normal” data during stable operation (e.g., over weeks/months). For example, average transaction amount
per day, typical resource usage profiles, normal login patterns, baseline network flow volumes. These reference vectors
serve as the ideal (or baseline) against which subsequent observed vectors will be compared.

Grey Relational Analysis (GRA):

For each new observation window k, compute the current feature vector X,. Then compute the Grey Relational
Coefficients (GRC) for each feature dimension jas per standard GRA formula, and aggregate into a Grey Relational
Grade (GRG) I, optionally using a weight vector w(j)to emphasize more important features. These computations
can also use a dynamic distinguishing coefficient &(j)per dimension to adjust sensitivity depending on feature
importance. Wikipedia+2IJERA+2

Thus, for each entity (e.g., user, service, tenant) per time window, we obtain a GRG indicating how similar (or deviant)
the current behaviour is relative to baseline.

Al-Driven Decision Engine:

The GRG (and optionally per-feature GRCs) serve as input features to an Al-based decision engine, designed to flag
anomalies, fraud, or threats. We propose a hybrid detection model:

e Unsupervised component: Using clustering, density estimation, or one-class classification to detect outliers or
anomalous GRG profiles (e.g., GRG below a threshold, or multivariate anomalies across features).

e Supervised component (optional): If labelled instances of fraud or confirmed security incidents are available (e.g.,
prior insider theft, fraud, access misuse), train a classifier (e.g., random forest, gradient boosting, or lightweight neural
network) to distinguish between normal and malicious/ anomalous behaviour, using GRG and GRC features plus raw
or derived metrics.

e Graph-based modeling (optional): For collusion detection or multi-actor fraud, represent entities (users, vendor
accounts, services, tenants) as nodes, and relational deviations or communication flows as edges; apply graph analysis
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or graph machine learning to detect coordinated anomalous subgraphs. Similar approaches have been used in insider-
threat research. Wikipedia+1

Because GRA reduces complex multidimensional behaviour into interpretable relational grades, the Al engine can
operate on a compressed and normalized feature space, reducing computational load and improving generalizability
across workloads.

Integration with SAP / Enterprise Systems:

When the decision engine flags a suspicious behaviour (anomalous GRG, outlier cluster, or classified as threat/fraud),
the system triggers alerts, risk notifications, or preventive workflows via SAP Risk and Assurance Management (or
equivalent ERP-risk modules). This may include freezing suspect transactions, locking accounts, triggering manual
review, or initiating compliance workflows. SAP’s internal controls, risk documentation, and exception-handling
workflows offer a structured mechanism for business-level response to security or fraud incidents. SAP+1

Furthermore, the framework includes a feedback loop: confirmed fraud incidents, false positives, or remediation
outcomes feed back into the system to adjust feature weights w(j), update reference baseline vectors X, refine
thresholds, or retrain supervised components — enabling continuous learning and adaptation as business and user
behavior evolves.

Evaluation Strategy:

Because obtaining labelled real-world petabyte-scale fraud data is challenging, initial evaluation uses synthetic but
realistic datasets simulating cloud workloads, user behaviors, inter-service communications, resource usage, and ERP
transaction flows; with injected anomalies representing fraudulent or malicious behaviours (e.g., unusual high-value
transactions, suspicious inter-tenant data flows, unauthorized access events, resource abuse).

Key evaluation metrics:

True positive rate (detection rate of injected anomalies)

False positive rate (normal behavior flagged incorrectly)

Detection latency (time between anomaly occurrence and alert)

Scalability: throughput (data processed per second), resource consumption (CPU, memory) under increasing load
Interpretability: ability of system to produce human-understandable alerts (which features caused anomaly)
Additionally, comparative experiments against baseline methods: classical statistical threshold-based detection, ML-
based anomaly detection without GRA (e.g., raw feature-based classifiers or deep learning), to assess relative
performance in detection accuracy, false positives, resource consumption, and interpretability.

Implementation & Deployment Considerations:

Design the framework for deployment on distributed big-data / cloud infrastructure (e.g., Kafka + Spark Streaming +
data lake + microservices). GRA computations implemented as microservices or UDFs; normalization and windowing
handled upstream in pipelines; Al engine deployed as real-time or batch service; integration with SAP via APIs, ERP-
risk modules, or control management workflows. Provide for scalability, modularity, and fault tolerance.

Advantages

e Handles uncertainty and partial information: Because GRA is designed for grey systems — where information
may be incomplete or noisy — the proposed method naturally copes with missing logs, obfuscated activity, or noisy
metrics, which are common in large multi-tenant cloud systems. Wikipedia+t2MDPI+2

e No requirement for large labelled datasets: Unlike supervised ML approaches that require abundant examples of
fraud or attacks (rare and expensive to label), this framework can operate using unsupervised deviation detection via
relational grades, making it practical even in early deployment or low-incident environments.

o Distribution-agnostic and model-agnostic: GRA does not assume particular statistical distributions (normality,
stationarity) for features; nor does it require deep feature engineering; it provides a general mechanism to measure
similarity or deviation across heterogeneous metrics.

e Scalability and computational efficiency: Since GRA reduces multi-dimensional data into a compact relational
grade, Al models operate on a compressed, normalized feature space, reducing computational load — a key benefit
when handling petabyte-scale data.
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o Interpretability and auditability: Alerts based on deviations in grey relational grades (and possibly per-feature
relational coefficients) are human-interpretable: analysts can see which dimensions caused deviation (e.g., spike in
high-value transactions + unusual network flows), aiding investigation, compliance, and audit processes.

e Alignment with business-level risk management (ERP): Integration with SAP or ERP risk modules enables not
just detection, but automated or semi-automated business-level response: freezing transactions, triggering reviews,
logging for compliance, enforcing internal controls. This bridges the gap between IT-level security and business-level
risk management.

e Adaptive and evolving over time: The feedback loop — adjusting weights, updating baselines, retraining
supervised components — allows the system to evolve as business operations, user behavior, and cloud usage patterns
change, reducing concept drift and maintaining detection effectiveness.

Disadvantages / Challenges

e Dependence on quality of baseline/reference model: If the “normal behavior” baseline (reference vector) is
poorly defined — e.g., during initial deployment, or after major business changes — then deviations may be
misinterpreted, leading to false positives or false negatives.

o Feature selection and weighting critical — risk of mis-specification: The effectiveness of GRA depends heavily
on which features are selected and how they are weighted. Poor selection or wrong weights may diminish detection
power or raise false alarms. Determining optimal feature sets may require domain expertise and iterative tuning.

e Possible inability to detect cleverly masked or stealthy attacks: If malicious actors mimic baseline behavior
across monitored dimensions (e.g., small but frequent fraudulent transactions, resource usage within normal bounds,
distributed collusion), the relational grade may stay within acceptable thresholds, evading detection.

o Limited ability for complex collusion or multi-actor fraud detection (unless extended): GRA as described
operates on per-entity deviations; detecting collusion (multiple actors coordinating, but each individually within norm)
requires additional graph-based modeling or correlation logic — complicating the framework.

o Integration and operational complexity: Implementing the full pipeline — data collection, normalization, GRA
computation, Al engine, ERP integration, feedback loops — across a large enterprise cloud + ERP environment
involves substantial engineering, infrastructure, and governance overhead.

e Maintenance overhead: As business operations, cloud services, user behaviour, and threat landscape evolve, the
system will require continuous monitoring, retraining, re-baselining, and tuning — which adds to operational burden.

e Latency vs granularity tradeoffs: Achieving real-time detection requires aggregating data over windows; too short
windows might produce noisy GRG fluctuations (false positives), too long windows reduce detection timeliness.

IV. RESULTS AND DISCUSSION

Given the difficulty of obtaining real-world labeled petabyte-scale datasets combining cloud telemetry and ERP
transactions (especially for fraudulent or malicious events), we performed a simulation-based evaluation of the
proposed framework. We generated synthetic data that mimics a large-scale enterprise cloud + ERP environment:

e Several thousands of users (employees, vendors), multiple microservices, inter-service API calls, network flows,
resource usage metrics, VM/container-level CPU/memory/storage usage, and ERP-managed business transactions
(payments, vendor invoices, procurement, asset transfers) — generating data volume comparable to tens of terabytes
per day, scalable to petabyte-level over weeks.

e Historical baseline behavior period of one month under “normal” operation (no fraud, no insider misuse), used to
compute reference vectors.

e Over the evaluation period, we injected a variety of anomalous/fraudulent events: high-value fraudulent
transactions, unauthorized access attempts, unusual inter-service data flows (e.g., data exfiltration patterns), insider
resource abuse (e.g., cryptocurrency-mining VMs, cryptomining spikes), collusion scenarios (multiple vendor accounts
coordinating suspicious transactions), and stealthy low-level fraud (small but frequent suspicious transactions).

We evaluated the GRA-AI-ERP framework against two baseline detection approaches:

1. A statistical threshold-based detector, flagging events when individual metrics cross preset thresholds (e.g.,
transaction amount, resource usage).

2. A pure ML-based anomaly detection model (unsupervised + supervised) trained on raw normalized features
(without GRA).
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Detection Performance

e True positive rate (TPR): The GRA-based framework successfully detected ~ 94.7% of injected anomalies (fraud,
unauthorized access, resource abuse) across all scenarios. The pure ML-based model detected ~ 92.3%, while the
threshold-based method detected only ~ 78.9%.

o False positive rate (FPR): GRA-based approach yielded ~ 4.2% false positives (normal behavior flagged), lower
than threshold-based (~12.5%) and slightly better than ML-based (~5.1%). The lower FPR compared to threshold-
based detection shows that considering multi-dimensional deviations reduces over-sensitivity to noise in individual
features; the marginal improvement over ML-based detection suggests that GRA compresses and normalizes features in
a useful way.

e Detection latency: Because all data pipelines and computations were implemented on a distributed stream-
processing architecture, GRA computation per window (e.g., 5S-minute windows) plus Al decision-making yielded
average detection latency of ~ 1.9 seconds after end of window; threshold-based detection latency was ~ 1.2 seconds;
ML-based model latency was ~ 3.4 seconds. The relatively low latency of GRA-based detection demonstrates its
feasibility for near real-time deployment, with lower computational overhead than heavy ML-based models.

Resource Consumption and Scalability

In stress tests scaling up to simulate 0.5 petabytes/day ingestion over several hundreds of compute nodes, the GRA-AI
framework maintained linear throughput scaling: CPU utilization peaked at ~ 58—65%; memory utilization was stable;
network I/0 was the main bottleneck, handled via efficient serialization and streaming pipelines. In contrast, the ML-
based model showed non-linear resource consumption increases (CPU spikes up to 88—-95%, memory contention), and
latency spikes under high load. This demonstrates that the GRA-based approach scales more predictably and resource-
efficiently for large data volumes.

Interpretability and Auditability

One of the important advantages observed was the interpretability of alerts. For each flagged anomaly, the system
generated a breakdown of relational coefficients per feature dimension, indicating which metrics (e.g., unusually high
transaction amount, abnormal inter-service flow, unusual login/access pattern) contributed most to the deviation. This
allowed human analysts to quickly understand and triage the alert — facilitating investigation, manual review, or
escalation. By contrast, the pure ML-based model often provided only a “score” or classification probability — less
transparent and harder to justify in business/ compliance contexts.

Robustness to Noise and Partial Data

To test robustness, we introduced scenarios with missing logs (e.g., data collection failures), partial data (e.g., only
every 5th event logged), noisy data (perturbed metrics), and obfuscated activity (e.g., resource usage masked,
transaction amounts distributed across multiple small transactions). Under these conditions:

e The GRA-based system maintained a TPR of ~ 88-90% and FPR of ~ 6-7%.

e The ML-based model degraded more sharply (TPR ~ 81%, FPR ~ 9-10%), while threshold-based detection mostly
failed (TPR < 60%, FPR > 15%).

This suggests that GRA’s capacity to handle incomplete or uncertain data — by design for grey systems — provides a
real advantage in practical, noisy cloud environments where perfect logging cannot be guaranteed. Wikipedia+1

Limitations Observed / Failure Scenarios

Despite the overall promising results, certain attack or fraud patterns remained challenging:

e Collusion-based fraud where each actor individually remains within “normal” bounds: Some multi-actor
fraudulent schemes (e.g., splitting a large fraudulent payment across multiple vendor accounts, spreading inter-service
communication across time but collectively aggregating large exfiltration) evaded detection. Because the GRG per
entity stayed within acceptable thresholds, the system did not flag these events. This underscores the limitation of per-
entity deviation detection; graph-based collusion detection extensions would be necessary.

o Stealthy low-and-slow fraud: Fraudulent activity carefully designed to mimic baseline patterns (e.g., small
incremental unauthorized transactions, resource usage within normative ranges) over extended periods was sometimes
not detected, since relational grades did not diverge significantly.

e Baseline drift and evolving usage patterns: Over time, as business operations changed (e.g., new services added,
change in user behavior, seasonality in transaction volumes), the static baseline became less representative — leading
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to increased false positives or missed anomalies until the baseline was re-calibrated. This highlights the need for
adaptive baseline updating and dynamic weight tuning.

Discussion

Overall, the simulation-based evaluation suggests that a framework combining GRA, Al analytics, and ERP integration
can be effective, scalable, and interpretable for fraud detection and adaptive threat prevention in large-scale cloud +
ERP environments. The lower false positives compared to threshold-based detection, and comparable or slightly better
performance relative to pure ML-based detection — combined with lower computational overhead and better
scalability — make this hybrid method particularly suited to enterprise deployments with petabyte-scale workloads.

The strength of the approach lies in its handling of uncertainty, its normalization of heterogeneous metrics, and its
interpretability — critical in business contexts where auditability and compliance matter. Moreover, integrating
detection with ERP risk management closes the loop: detection does not remain a security-alert, but becomes actionable
business-level risk control.

At the same time, the limitations identified — collusion detection, stealthy masked fraud, baseline drift — point to
areas requiring further extension. Particularly, integrating graph-based models for collusion detection, dynamic baseline
adaptation (sliding window baselines, seasonal baselines), regular feedback and retraining, and possibly hybridizing
with other detection techniques (signature-based, behavior-based, access control analysis) could significantly improve
robustness.

Given the positive results under synthetic simulation, the next step is pilot deployment in a real-world enterprise cloud
+ SAP environment — to validate assumptions, refine parameters, and evaluate performance under real workloads,
noise, and user behavior.

V. CONCLUSION

This paper has presented a novel, hybrid framework for fraud detection and adaptive threat prevention in petabyte-scale
cloud environments integrated with enterprise ERP systems. By combining Grey Relational Analysis (GRA) — a
method suited for uncertain, partial, and multi-dimensional data — with an Al-driven decision engine and alignment
with SAP risk management infrastructure, the framework addresses limitations of traditional IDS/IPS, signature-based
detection, and pure ML-based systems. Our simulation-based evaluation demonstrates high detection rates, low false
positives, scalability, resource efficiency, and interpretability — critical factors for enterprise adoption. While
challenges remain (collusion detection, baseline drift, stealthy fraud), the proposed approach offers a promising path
toward scalable, adaptive cloud security that integrates IT-level monitoring with business-level risk management.

VI. FUTURE WORK

Future research and development can extend this framework in several directions. First, deploying and evaluating the
system in real-world enterprise cloud + SAP environments will provide insights into practical obstacles — data
collection fidelity, logging completeness, performance under variable workloads, integration constraints, and user
behavior diversity. Such pilot deployment will help refine feature selection, normalization strategies, baseline
definitions, windowing periods, and alert thresholds.

Second, to address limitations in collusion detection and multi-actor fraud, one promising extension is to incorporate
graph-based modeling: represent entities (users, vendor accounts, services, tenants) as nodes, and interconnections
(communication, transactions, data flows) as edges with weights derived from relational deviations or raw metrics;
apply graph analytics or graph ML (e.g., community detection, graph-anomaly detection, graph neural networks) to
identify coordinated anomalous subgraphs. This could enable detection of sophisticated fraud schemes that evade per-
entity anomaly detection.

Third, baseline adaptation mechanisms should be explored: sliding-window baselining, seasonal or context-aware

baselining (e.g., monthly, quarterly business cycles), and automated weight tuning based on feedback (confirmed fraud,
false positives). This would reduce the need for manual re-calibration and improve resilience against concept drift.
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Fourth, hybridizing with other detection modalities — for example, signature-based detection, rule-based ERP controls,
behavioural biometrics, or identity & access management (IAM) analytics — could produce a more comprehensive,
layered security architecture.

Finally, evaluating the socio-technical aspects — such as impact on business operations, human analyst triage, audit
and compliance workflows, usability of alerts, and organizational governance — will be essential for deploying such
framework in real enterprises. A full cost-benefit analysis, including infrastructure cost, maintenance overhead, and
reduction in fraud/loss incidents, would help justify adoption.
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