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ABSTRACT: Enterprise Resource Planning (ERP) platforms are central to modern business operations, and the
migration of ERP workloads to cloud environments—coupled with increasing automation—has dramatically increased
both the velocity of legitimate business transactions and the potential speed of cyber-attacks. This paper proposes an
Oracle-centric framework for real-time cyber threat mitigation in automated online ERP systems. The framework
tightly integrates Oracle Cloud telemetry (ERP audit trails, database activity monitoring, and IAM events) with
streaming feature engineering, ensemble anomaly-detection models, and policy-driven automated remediation
playbooks. It adopts zero-trust principles—continuous verification, least privilege—and relies on Oracle enforcement
primitives (adaptive authentication, Data Safe, database auditing) to provide control points close to the data and
workflows. Streaming ML models (sequence-aware detectors, autoencoders, and supervised classifiers where labeled
data exist) operate on sliding windows of transaction and identity events to surface high-confidence anomalies (e.g.,
automated invoice fraud, credential replay, privilege misuse). High-confidence detections map to graded remediation
actions: soft quarantine and human-in-the-loop review for medium-risk events; adaptive MFA challenges, temporary
account suspension, and workflow rollback for high-risk incidents. A design-science prototype implemented on an
Oracle testbed (simulated procure-to-pay, payroll, and supplier onboarding workflows) demonstrates marked reductions
in time-to-detect and time-to-respond versus static, rule-based baselines, while preserving auditability and compliance
evidence. The evaluation highlights operational tradeoffs—compute and latency overhead from streaming ML,
explainability requirements for financial workflows, data-privacy constraints on centralized modeling, and Oracle
licensing/cost considerations—and proposes phased deployment and governance controls to mitigate them. The paper
contributes a practical, implementable blueprint for securing real-time automated ERP operations using Oracle native
controls and streaming Al detection.
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L. INTRODUCTION

Enterprise Resource Planning systems coordinate mission-critical functions—finance, procurement, HR, and supply
chain—so breaches or automated manipulations can cause outsized operational and financial damage. Modern ERP
deployments increasingly leverage Oracle Cloud Applications and Oracle Cloud Infrastructure (OCI) to enable
automation, API-driven integrations, and event-driven workflows that operate in near real time. While these capabilities
increase business velocity, they also reduce the window for detection and response: automated scripts or compromised
accounts can execute many high-value transactions in minutes. Conventional periodic audits and static rule sets are
therefore insufficient for the realities of automated, cloud-hosted ERP. To secure such environments, security must be
embedded into the automation lifecycle—instrumented close to the data and workflows, continuously monitored, and
capable of automated containment when high-confidence threats are detected. Oracle provides native telemetry and
controls—database auditing, Data Safe, IAM/adaptive authentication and policy orchestration—that are well suited as
enforcement primitives in such designs. By combining Oracle telemetry with streaming feature pipelines and sequence-
aware anomaly detection models, organizations can detect complex, time-bound abuse patterns (collusive fraud,
scripted transaction injection, credential replay) and apply policy-driven automated remediation while preserving
compliance artifacts. The framework proposed here follows zero-trust tenets (continuous verification, least privilege,
explicit policy enforcement) and demonstrates how Oracle-native controls can be orchestrated with Al detectors to
produce a practical, auditable, and incremental pathway for securing automated ERP operations.
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II. LITERATURE REVIEW

ERP systems are high-value cyber targets because they centralize financial records, HR data, supply-chain information,
and enterprise controls (Grabski, Leech, & Schmidt, 2011). Early ERP security research focused on configuration
vulnerabilities, segregation-of-duties (SoD) problems, and the lack of robust audit practices. As ERP platforms moved
to the cloud, identity- and data-centric controls gained importance; perimeter defenses became less relevant for multi-
tenant, API-driven deployments (Subramanian, 2017). Industry and practitioner reports (ISACA, SANS) highlight that
credential compromise, misconfiguration, and insider misuse are leading vectors in ERP breaches, reinforcing the need
for continuous monitoring and faster response mechanisms (ISACA, 2021; SANS, 2019).

Zero-trust architecture—promulgated by NIST SP 800-207—advocates for continuous verification, least-privilege
access, and dynamic policy enforcement, all of which align tightly with ERP security needs where privileged roles have
broad operational impact. Implementing zero-trust in ERP reduces implicit trust and constrains lateral movement,
particularly when combined with adaptive authentication and context-aware policy enforcement. Oracle’s portfolio
(Data Safe, database auditing, IAM) provides concrete building blocks to operationalize such controls in Oracle Cloud
environments. Oracle Data Safe and database auditing deliver sensitive-data discovery, activity monitoring, and audit
evidence collection that are essential inputs to detection systems.

Academic work on anomaly detection for ERP and financial systems demonstrates the value of sequence-aware models
and streaming approaches. Predictive auto-regression and recurrent autoencoders, for example, have been applied to
ERP audit streams to detect insider misuse and abnormal sequences that static rules miss; such approaches show
improved recall for sequence-based attacks but introduce explainability and false-positive management challenges (Yu
et al., 2021). Broader ML and time-series anomaly literature indicates that ensembles—combining statistical baselines,
autoencoders, and supervised classifiers—improve robustness across attack types, particularly when operating on
engineered features that capture both transactional semantics and identity behavior.

Operational research underscores key tradeoffs: streaming ML increases compute and latency overhead and must be
engineered to keep per-transaction impact acceptable; model explainability is required by security operators and
auditors before automated remediation affecting financial data is allowed; and privacy/compliance constraints
(GDPR/CCPA-like regimes) may restrict centralization of raw sensitive data for modeling. Practical implementations
thus favor hybrid architectures: use vendor-native telemetry for enforcement and reliable signals; compute
behavioral/derived features (masking PII) in streaming layers; deploy ensemble detectors tuned to the ERP domain; and
route high-impact remediations through human checkpoints unless explainable rationales are available. This literature
foundation supports the Oracle-centric, streaming-Al framework presented in this paper.

III. RESEARCH METHODOLOGY.

1. Problem identification and scoping. Conducted a gap analysis combining academic literature, industry surveys,
and Oracle product documentation to identify the absence of tightly integrated Oracle-centric frameworks that combine
streaming Al detection with automated remediation for real-time ERP automation.

2. Objectives. Defined measurable goals: (a) reduce time-to-detect (TTD) for high-risk ERP anomalies by >50%
compared to baseline rule engines; (b) enable automated containment for high-confidence threats while preserving
audit evidence; (c) limit per-transaction latency impact to <200 ms at target throughput; (d) ensure compliance
mappings for all automated actions.

3. Architectural design. Designed a layered architecture: telemetry sources (ERP audit logs, Oracle DB audit/Data
Safe feeds, [AM/adaptive-auth events, API gateway logs) feed a message bus. A streaming feature engine computes
behavioral and transactional features in sliding windows. The detection tier runs ensemble models (statistical baselines,
sequence-aware models such as predictive auto-regression or recurrent autoencoders, plus supervised classifiers when
labeled data are available). A policy engine maps detection confidence and contextual risk to graded remediation
playbooks (soft quarantine, adaptive MFA challenge, account suspension, workflow rollback) and human escalation
paths.

4. Prototype implementation. Implemented a proof-of-concept on an Oracle testbed simulating procure-to-pay,
payroll, and supplier-onboarding workflows. Used Oracle audit exports and Data Safe for database activity streams, an
open-source stream processor for feature computation, and Python microservices for ML models. Playbooks used
Oracle IAM APIs and ERP workflow APIs to enact remediations.
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5. Dataset generation and labeling. Created datasets by simulating normal business operations and injecting
adversarial scenarios: credential replay, scripted invoice insertion, privilege escalation, collusive supplier fraud.
Labeled events for supervised components and used synthetic/derived negatives for unsupervised training and
validation.

6. Evaluation metrics and experimental plan. Measured detection metrics (precision, recall, F1), operational KPIs
(TTD, time-to-respond — TTR), system latency overhead, and resource utilization. Benchmarked against a baseline
rule-based detector and assessed false-positive handling via operator panels.

7. Governance and compliance mapping. Ensured automated actions generated immutable audit logs and that high-
impact remediations required human confirmation unless clear explainability artifacts were present. Mapped controls
and evidence to relevant compliance requirements and documented retention policies.

8. Iterative tuning and field validation. Performed multiple tuning cycles (feature selection, thresholding, retraining
cadence), stress-tested with scaled loads and regional variations, and solicited feedback from ERP admins and security
architects to refine explainability and escalation flows.

Advantages

o Detects sequence-based and collusive fraud patterns that static rules miss.

o Shortens attack windows via automated containment for high-confidence events.

e Leverages Oracle native telemetry (Data Safe, DB audit, [AM) for reliable signals and direct remediation.
e Aligns with zero-trust principles (continuous verification, least privilege).

e Produces auditable evidence trails for compliance and post-incident analysis.

Disadvantages

e Streaming ML adds compute and latency overhead; careful engineering needed to bound per-transaction impact.

o False positives risk disrupting legitimate automation; human-in-the-loop controls and soft-quarantine strategies are
required.

e Explainability demands increase system complexity and slow adoption of fully automated rollbacks for financial
processes.

e Licensing and operational costs (Oracle advanced security modules, telemetry retention, ML infra) can be
significant.

o Integration with legacy on-prem ERP modules or third-party plugins may be complex.

IV. RESULTS AND DISCUSSION

The proof-of-concept showed substantive improvements over baseline rule-based detection in the controlled Oracle
testbed. Sequence-aware detectors and autoencoder ensembles detected injected insider-sequence anomalies and
scripted invoice fraud with higher recall while preserving acceptable precision after threshold and ensemble tuning.
Time-to-detect for high-confidence anomalies fell by approximately 50-65% relative to the rule baseline; automated
containment playbooks (adaptive MFA, temporary account suspension, workflow rollback) achieved median time-to-
respond under ~2 minutes in high-confidence cases. Streaming feature computation imposed measurable per-
transaction latency (in tests, ~80—160 ms depending on feature complexity); mitigations—bounding sliding-window
sizes, using approximate aggregates, and prioritizing detection for high-risk transactions—kept latency within
acceptable ranges.

Operational feedback emphasized explainability and governance: security and ERP operators required human-readable
rationales (feature attributions, sequence excerpts) before enabling automated rollbacks for financial workflows.
Implementing explainability layers and a two-stage containment model (soft quarantine + human release) reduced
operator pushback and false-positive fallout. Privacy constraints required masking PII and limiting raw-data
centralization; the architecture used derived behavioral features centrally and kept sensitive fields masked or tokenized.
Cost analysis identified telemetry storage, ML compute, and advanced Oracle security module licensing as primary cost
drivers—suggesting a phased, prioritized rollout (pilot high-value workflows first) is prudent. Overall, orchestrating
Oracle telemetry with streaming ML and zero-trust enforcement provides a practical path to securing automated ERP
operations if accompanied by robust governance and phased adoption.
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V. CONCLUSION

Securing automated online ERP systems requires embedding continuous detection and adequate automated
containment into the automation lifecycle. An Oracle-centric approach—Ileveraging native telemetry (Data Safe, DB
auditing, IAM), zero-trust principles, streaming feature pipelines, and sequence-aware ML detectors—enables real-time
detection and policy-driven remediation for high-confidence threats. Operational adoption demands attention to
explainability, governance, privacy, and cost; phased deployments focused on high-risk workflows, with human
checkpoints and clear audit trails, offer a practical path to realizing the benefits while limiting disruption.

VI. FUTURE WORK

1. Explore federated learning and privacy-preserving techniques to enable cross-organization model improvements
without sharing raw sensitive records.

2. Research graph- and link-analysis (GNN) methods for detecting collusive supplier fraud across transaction
networks.

3. Develop standardized explainability artifacts mapped to audit evidence requirements for automated remediation
decisions.

4. Longitudinal field studies in production Oracle ERP deployments to measure model drift, retraining cadence, and
real-world ROL.

5. Cost-optimization studies assessing phased rollout strategies and hybrid architectures that mix vendor-native
enforcement with cloud-agnostic detection layers.
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